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Abstract. In this paper, we consider the scenario in which the profile of a user
is represented in a compact way, as a Bloom filter, and the main objective is to
privately compute in a distributed manner the similarity between users by rely-
ing only on the Bloom filter representation. In particular, we aim at providing a
high level of privacy with respect to the profile even if a potentially unbounded
number of similarity computations take place, thus calling for a non-interactive
mechanism. To achieve this, we propose a novel non-interactive differentially
private mechanism called BLIP (for BLoom-and-flIP) for randomizing Bloom
filters. This approach relies on a bit flipping mechanism and offers high privacy
guarantees while maintaining a small communication cost. Another advantage
of this non-interactive mechanism is that similarity computation can take place
even when the user is offline, which is impossible to achieve with interactive
mechanisms. Another of our contributions is the definition of a probabilistic in-
ference attack, called the “Profile Reconstruction attack”, that can be used to re-
construct the profile of an individual from his Bloom filter representation. More
specifically, we provide an analysis of the protection offered by BLIP against
this profile reconstruction attack by deriving an upper and lower bound for the
required value of the differential privacy parameter ε.

1 Introduction

Consider a distributed network in which each node is an individual that has a profile
representing his interests. In this context, many distributed applications, like recom-
mender systems or private matching, require computing some kind of pairwise simi-
larity between the profiles of different nodes1. Moreover, in a dynamic system, such
computation takes place continuously as new nodes join the system. Some of the chal-
lenges that such systems would face include privacy and scalability issues. For instance,
privacy concerns arise naturally due to the potentially sensitive nature of profiles, and
some users may even refuse to participate in the similarity computation if they have no
guarantees on the privacy of their profiles.

1 For the sake of simplicity, we consider in the rest of the paper a user per machine, and we refer
to it as a node.
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Dwork and Naor [12] have proved a strong impossibility result stating that for any
privacy mechanism whose output has some utility (measured in terms of min-entropy2),
there exists a piece of auxiliary information, which if available to an adversary, can
cause a privacy breach whose amount of information provided on the original database
(that was supposed to be protected) is at least of the same order than the utility. There-
fore, Dwork and Naor [12, Section 3] recommended to depart from an absolute defini-
tion of privacy to a relative one such as differential privacy, which is the one that we
adopt in this paper.

The main privacy guarantee provided by differential privacy is that for any privacy
breach the adversary is able to cause with respect to the database, adding or removing a
single row from the database will not significantly change the probability of success of
causing this privacy breach for an adversary observing the output of the differentially-
private mechanism. In general, in the literature the database model considered is such
that each row contains the data of a particular individual and therefore the database ef-
fectively corresponds to the collection of the individuals’ data. In this setting, protecting
a row through differential privacy means protecting the privacy of a particular individ-
ual (which corresponds to a row). In our setting, the database is actually the profile of
an individual, which is composed of the items he has liked, and therefore the guarantees
provided by differential privacy protects the items contained in the profile.

One of the usual limits of differential privacy is that each time a differentially private
interactive computation takes place, the user loses a little bit of privacy (as measured
by the value of some privacy parameter ε). Therefore, if this computation takes place
too many times, the user may spend all his privacy budget and remains with no privacy
left (i.e., the adversary will be able to reconstruct almost entirely the user’s profile).
However, in a dynamic system as the one we consider, there is no upper bound on the
maximum number of similarity computations that can occur (as nodes continuously
keep joining the system) and therefore an interactive mechanism would be of limited
applicability.

To simultaneously address the privacy and scalability issues, we propose BLIP (for
BLoom-then-flIP), a non-interactive differentially private mechanism, which computes
a standard Bloom filter [7] from the profile of a node, and then perturbs it prior to its
public release in order to ensure high privacy guarantees. This randomized Bloom filter
can be used an unbounded number of times to compute the similarity of this node with
other profile without breaching the privacy of the profiles. Moreover, this approach has
exactly the same communication cost as “plain” (i.e, non-private) Bloom filters, while
offering much higher privacy guarantees, but at the cost of a slight decrease of utility.

In differential privacy, the trade-off between utility and privacy can be set through
the privacy parameter ε. However, being able to choose an appropriate value for this
parameter is still an open research question, which has not really been investigated,
with a few exceptions [17,1]. In this paper, we address this issue by proposing an infer-
ence attack called the “Profile Reconstruction attack”, that can be used to reconstruct
the profile of a node from its perturbed Bloom filter representation. More specifically,
we provide an analysis of the protection and the utility offered by BLIP against this

2 We refer the interested reader to [1] for a discussion on the min-entropy of the output of a
differentially-private mechanism.
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attack, by deriving an upper and lower bound for the required value of the differential
privacy parameter ε. In short, the lower bound gives theoretical guarantees on the result-
ing approximation error generated by a specific value of the privacy parameter, while
the upper bound demonstrates experimentally that the privacy parameter must be below
a certain threshold to be able to prevent this attack. Furthermore, we evaluate experi-
mentally the trade-off between privacy and utility that can be reached with BLIP on a
semantic clustering task in which nodes are grouped based on the similarity between
their profiles.

The paper is organized as follows. First, in Section 2, we present the system model
and background on Bloom filters and differential privacy necessary to understand our
work. Afterwards, we propose BLIP, a non-interactive differentially private mechanism
for randomizing Bloom filters in Section 3 and analyze in details the privacy guarantees
it provides. In Section 4, we evaluate the impact of this mechanism on utility, as mea-
sured in terms of recall on a semantic clustering task. In Section 5, we describe a novel
inference attack, called the profile reconstruction attack, that can reconstruct a profile
from its Bloom filter representation and show how BLIP can be used to drastically re-
duce its impact. Finally, we give an overview of the related work in Section 6 before
concluding in Section 7.

2 System Model and Background

2.1 System Model

We consider a distributed system of nodes, in which nodes are characterized by their
profile representing the associated user’s interests. For example, the profile of a node
can be a vector of items that have been tagged using a collaborative platform [2] such
as Delicious3, or queries that have been performed on a search engine or ratings on
movies. We denote the profile of a user as c, a set of items, which is a subset of an
application domain I. While I may be infinite (e.g., the set of all possible URLs), a
specific profile is always finite.

We assume that the computation of similarity between pairs of nodes takes place on
a regular basis as nodes in the network get in contact with new nodes, and try to dy-
namically maintain a list of the most similar nodes in the network. For instance, in the
case of a distributed semantic clustering algorithm [6], nodes need to compute regularly
their similarity in order to update their semantic neighborhood. In our constructions, we
also assume that a node never releases directly its profile, but rather a Bloom filter rep-
resentation [7] (cf. Section 2.2) of it. When some node a wants to compute its similarity
with another node b, it will do so by using b’s public Bloom filter.

The profile is a personal and private information that should be protected, and there-
fore our main concern is how to compute the similarity measure while preserving its
privacy. In this context, this means not revealing the contents of the profile and restrict-
ing the possibility for an adversary observing the Bloom filter to infer the presence or
absence of a particular item in this profile. We consider a computationally-unbounded
adversary that can observe the released Bloom filter, but not the internal state of a node

3 http://delicious.com/

http://delicious.com/
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while computing the Bloom filter. In particular, the adversary does not have access to
the random coins used by the node when computing a perturbed version of the Bloom
filter’s representation of its profile.

2.2 Bloom Filters

A Bloom filter [7] is a probabilistic data structure composed of an array of m bits along
with a set H of k hash functions. Each hash function maps an item to a uniform random
position {0, . . . ,m−1} in the Bloom filter. Bloom filters form a compact representation
of sets as they can represent any set with just m bits, for a given trade-off between the
size of the structure and the false positive probability (i.e., the probability of an item
being considered to be in the Bloom filter while it is not). Bloom filters are often used
for applications in which the storage space is limited or for protocols for which the
communication cost has to be low but some false positives are tolerable.

Bloom filters are associated with two operations: the add operation inserts an item
into the Bloom filter while the query operation tests if an item is already present in
it (some types of Bloom filters also support the removal of items [23] but we do not
consider them in this paper). Both operations start by applying the k hash functions
from H to the item in question to obtain a subset of {0, . . . ,m− 1} of positions in the
Bloom filter. The add operation inserts the item by setting the bits corresponding to
those positions to one in the Bloom filter, and does this independently of the previous
values of these bits. The query operation checks if an item is included in the Bloom
filter by verifying whether or not all those bits are set to one.

In short, the probability of false positive is a function of m, k, and n the number of
items inserted in the Bloom filter. In general, the values ofm and k are chosen according
to a trade-off decision between the space usage and the false positive rate (an upper and
lower bound for this trade-off is provided in [9]).

2.3 Similarity Measure

A similarity measure sim is a function that takes as input two sets A and B represent-
ing the profiles of two nodes and outputs a value in the range between 0 and 1 (i.e.,
sim(A,B) ∈ [0, 1]), where 0 indicates that the sets are entirely different (the profiles
have no items in common) while 1 means that the sets are identical (the nodes can be
considered as sharing exactly the same interests). Recall that in this paper, the profiles
are represented as Bloom filters and therefore the similarity is computed directly on
the Bloom filters and not on the profiles themselves. As a concrete instance, consider
the cosine similarity that is commonly used to assess the similarity between two sets
[6] and can be seen as a normalized overlap between the sets. The cosine similarity is
defined as

cos sim(A,B) =
|A ∩B|

√|A| × |B| , (1)



206 M. Alaggan, S. Gambs, and A.-M. Kermarrec

where |A| and |B| are the sizes of the sets A and B. The size of the set intersection
between A and B (i.e., |A ∩ B|) is equivalent to the scalar product4 in the case where
the sets are represented as binary vectors (i.e., characteristic function).

2.4 Differential Privacy

In this paper, we are interested in a recent notion of privacy, called differential privacy
[10]. Differential privacy aims at providing strong privacy guarantees with respect to
the input of some computation by randomizing the output of this computation, and this
independently of the auxiliary information that the adversary may have gathered. In our
setting, the input of the computation is the raw profile of a node and the randomized
output will be a perturbed version of the Bloom filter representation of this profile.

Two profiles x and x′ are said to differ in at most one element or said to be neighbors
if they are equal except for possibly one entry.

Definition 1 (Differential privacy [11]). A randomized function F : Dn → Dn is
ε-differentially private, if for all neighboring profiles x,x′ ∈ Dn and for all t ∈ Dn:

Pr[F(x) = t] � eε · Pr[F(x′) = t] .

This probability is taken over all the coin tosses of F and e is the base of the natural
logarithm.

The parameter ε is public and may take different values depending on the application
(for instance it could be 0.01, 0.1 or even 0.25). The smaller the value of ε, the higher
the privacy but also, as a result, the higher the impact might be on the utility of the
resulting output.

Dwork, McSherry, Nissim and Smith have designed a generic technique, called the
Laplacian mechanism [11], that achieves ε-differential privacy for a function f by
adding random noise to the true answer of f before releasing it. Subsequently, McSh-
erry and Talwar have proposed another mechanism, called the exponential mechanism
[19] that, unlike the Laplacian mechanism that works only for functions with numerical
output, provides differential privacy for functions whose output is more structured (e.g.,
graphs or trees). These mechanisms are interactive as they require a two-way communi-
cation protocol between the curator (the entity in charge of the database) and the client
performing the query. Therefore, during this computation, the curator has to be online
in order to receive the query and prepare the associate response to this query.

On the other hand, a non-interactive mechanism computes some function from the
original database and releases it once and for all, which corresponds to a one-way com-
munication protocol. The output released by the non-interactive mechanism can later
by used by anyone to compute the answer to a particular class of queries (usually not
just a single specific query), without requiring any further interactions with the curator.
It is important to understand that the answer is not computed by the non-interactive
mechanism, but rather that the answer can be computed from the output released by

4 The scalar product of two vectors of length l, a = (a1, · · · , a�) and b = (b1, · · · , b�), is
defined as

∑�
i=1 aibi.
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the non-interactive mechanism, thus after publishing this output the curator can go of-
fline. Examples of non-interactive mechanisms for differential privacy include [4,18].
Our proposition of differentially-private Bloom filter is based on the work of Beimel,
Nissim and Omri [4] in which the authors address the “binary sum” problem, which
deals with the computation of the number of ones in a private binary vector. More pre-
cisely, we adapt their non-interactive mechanism to Bloom filters rather than binary
vectors, with the goal of computing scalar product between two Bloom filters rather
than computing the number of ones.

3 The Bit-Flipping Mechanism

We propose a novel approach relying on bit flipping to achieve differential privacy. The
intuition behind our proposed mechanism is simple: before releasing a Bloom filter,
each bit is flipped with a given probability so as to ensure differential privacy on the
items of the profile from which the Bloom filter is derived. In this section, we provide
a formal definition of our mechanism and compute the flipping probability that has the
least impact on utility while preserving differential privacy. A particular challenging
task is to derive how the flipping of bits influences the privacy of the items themselves.

3.1 Bloom-then-flip

More formally, the proposed non-interactive mechanism is a randomized function that
for each bit of a Bloom filter, tosses a biased coin and based on the result, either out-
puts the original value of the bit or its opposite (i.e., flip it). Since the mechanism flips
the Bloom filter representation of a profile, we call it BLIP (for Bloom-then-flip). For
example, the mechanism may take as input the Bloom filter (0, 1, 1, 0) and randomly
decides to flip the first two bits with some bias, thus outputting (1, 0, 1, 0). BLIP can
be described as a randomized function F : {0, 1}n → {0, 1}n, where each bit of the
output is the opposite as the corresponding bit of the input with probability p (the flip-
ping probability), while otherwise it remains the same. Therefore, BLIP consists of (1)
generating the Bloom filter representation of the profile first, and then (2) flipping the
resulting Bloom filter (which is a binary vector).

The idea of randomizing each bit independently (as opposed to perturbing the final
answer itself) is also known as the randomized response technique [24], and precedes
the notion of differential privacy. The application of randomized response for differen-
tial privacy was previously studied [4] but the definition of differential privacy adopted
([4, Definition 2.4]) slightly differs from ours. Indeed, in the model adopted in this pre-
vious work [4], each individual bit belongs to and is held by a different node. Therefore,
this model is very close to the setting of secure multiparty computation, while in our
model all the bits of the Bloom filter belong to the same node. It is worth mentioning
that the node owning this Bloom filter will publishes the perturbed version of the Bloom
filter once and for all. This process may introduce permanent artifacts but the error they
induced is bounded by O(

√
n) with constant probability. Due to space constraints, we

leave the details of the proof of this bound to the full version of the paper.
The following is the definition for the local model of differential privacy that we also

use in the setting of non-interactive differential privacy.
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Definition 2 (Differential privacy (local model)). A randomized function F(x) =
(f (x1), . . . , f (xn)), where f : D → D and x = (x1, . . . , xn), is ε-differentially private,
if for all values y, y′ ∈ D, and for all output t ∈ D:

Pr[f (y) = t] � eε · Pr[f (y′) = t] ,

where the probability is taken over the randomness of f .

Definition 2 originally introduced in [4] is equivalent to Definition 1 as shown by
Lemma 1. In this local variant of the definition, the perturbation is applied individ-
ually to each row of the database, and then the function is computed on the collection
of perturbed rows. In contrast to the original (i.e., global) model of differential privacy
in which the function is computed first and then the answer is perturbed before releasing
it. Moreover, in the local model if the dataset is split among several nodes, each node
can perform the randomization locally before releasing its perturbed part of the data.

Lemma 1 (Equivalence of definitions.). Definition 1 is equivalent to Definition 2.

Proof. Let (x−i, y) denotes the vector resulting from replacing the i-th coordinate the
x with y (e.g., (x1, . . . , y, . . . , xn)). We proceed by first proving that the proposed def-
inition implies Definition 1 along the lines of [4].

Definition 2 =⇒ Definition 1. For any two neighboring vectors x and (x−i, y):

Pr[F(x) = t]

Pr[F(x−i, y) = t]
=

Pr[f (xi) = ti]

Pr[f (y) = ti]
·���������∏

j �=i Pr[f (xj) = tj]

���������∏
j �=i Pr[f (xj) = tj]

� eε ,

where t = (t1, . . . , tn). In the above formula, the equality is obtained by independence
while the inequality results from Definition 2.

Definition 1 =⇒ Definition 2. For all xi, y:

Pr[f (xi) = ti]

Pr[f (y) = ti]
=

Pr[f (xi) = ti]

Pr[f (y) = ti]
·
∏

j �=i Pr[f (xj) = tj ]
∏

j �=i Pr[f (xj) = tj ]
=

Pr[F(x) = t]

Pr[F(x−i, y) = t]
� eε ,

where t = (t1, . . . , tn). In the above formula, the last equality is obtained by indepen-
dence while the inequality results from Definition 1. ��
Clearly, the result holds only in case F could be decomposed to applications of a func-
tion f to each row independently. One of the consequence of this lemma is that it is
possible to analyze only the local perturbation at the level of a single bit of a Bloom
filter, while still guaranteeing differential privacy for the entire Bloom filter without
requiring to analyze the BLIP mechanism as a whole.

3.2 The Flipping Probability

The bit-flipping function (flip) plays the role of the local function f in Definition 2,
while the BLIP mechanism corresponds to F in this definition. The local perturbation
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function flip takes a bit x and outputs 1− x with probability p < 1/2 and x otherwise.
The main challenge is to find the optimal probability p that flip should use in order to
maximize utility as a function of the privacy parameter ε. With respect to the utility, the
smaller p, the more accurate the output and therefore the best utility can be obtained by
minimizing p.

It is important to realize that analyzing the flipping of a bit of the Bloom filter in
isolation is not sufficient to guarantee the privacy of individual items of the profile
that are encoded in the Bloom filter. Indeed, recall that an item can potentially impact
k different bits due to the use of k different hash functions. In particular, differential
privacy is guaranteed for individual items by the randomized mechanism F if for each
item i ∈ I and for each pair of neighboring profiles P1, P2 such that i /∈ P2 and
P1 = P2 ∪ {i}, and for all bit strings t ∈ {0, 1}m, the following condition holds:

∣
∣
∣
∣ln

Pr(F(B1) = t)

Pr(F(B2) = t)

∣
∣
∣
∣ � ε , (2)

where B1 is the Bloom filter of P1 and B2 the Bloom filter of P2.

Theorem 1 (Privacy guarantees for items). Setting the bit-flipping probability p to
1/(1 + eε/k) satisfies condition (2) and thus provides ε-differential privacy for items.
In other words, flipping the bits of a Bloom filter with this probability guarantees ε-
differential privacy for the items encoded in this Bloom filter.

Proof. Given a Bloom filter B equipped with a set H of hash functions, and an item i,
let T =

⋃
h∈H{h(i)} be the set of positions whose corresponding bits in B are equal to

one if i is in B, and k = |T | be the number of those positions (not counting duplicates).
We divide the Bloom filter B into two partitions: BT and B−T , where the former is the
restriction to the bits whose positions are in T as defined earlier, and the latter is the
restriction to all other bits. A particular partition tT (respectively t−T ) is defined in a
similar manner. We denote by q = 1 − p, the inverse of the flipping probability (it is
always the case that q > p).

As the profiles (and therefore the Bloom filters as well) are universally quantified,
hence they can be treated as constants and not random variables. As a consequence, they
do not affect the independence properties of F , which is itself independent for each bit
by definition. The proof proceeds as follows:

∣
∣
∣
∣
ln

Pr(F(B1) = t)

Pr(F(B2) = t)

∣
∣
∣
∣
=

∣
∣
∣
∣
∣
ln

Pr(F(BT
1 ) = tT ) Pr(F(B−T

1 ) = t−T )

Pr(F(BT
2 ) = tT ) Pr(F(B−T

2 ) = t−T )

∣
∣
∣
∣
∣

by independence

=

∣
∣
∣
∣
∣
ln

Pr(F(BT
1 ) = tT )

Pr(F(BT
2 ) = tT )

∣
∣
∣
∣
∣

because B−T
1 = B−T

2

=

∣
∣
∣
∣
∣
∣
∣
∣
∣

ln
Pr(F(

k
︷ ︸︸ ︷

1 . . . 1) = tT )

Pr(F(BT
2 ) = tT )

∣
∣
∣
∣
∣
∣
∣
∣
∣

as i is in B1

=

∣
∣
∣
∣
∣
ln

pzqk−z

δ

∣
∣
∣
∣
∣
=

∣
∣
∣
∣
∣
ln

[

qk

δ

(
p

q

)z
]∣
∣
∣
∣
∣

,

where pk � δ � qk (as BT
2 is just a fixed bit string) and 0 � z � k is the number

of zero bits in tT . If p = 1/(1 + eε/k) then qx = (1 − p)x = exp(εx/k)px and
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(p/q)x = exp(−εx/k). Therefore pk � δ � exp(ε)pk or 1 � δ/pk � exp(ε) implying
that 1 � pk/δ � exp(−ε), and hence 0 � ln(pk/δ) � −ε.

∣∣
∣
∣ln

[
qk

δ

(
p

q

)z]∣∣
∣
∣ =

∣∣
∣
∣ln

[
exp(ε)pk

δ
exp(−εz/k)

]∣∣
∣
∣ =

∣
∣ln(pk/δ) + ε(k − z)/k

∣
∣ .

We have for the second term 0 � ε(k − z)/k � ε, from which it follows immediately
that the maximum value of

∣∣ln(pk/δ) + ε(k − z)/k
∣∣ is at most ε, thus proving the theo-

rem. Moreover, this maximum is tight showing that this choice of p is tight as well. ��
Remark 1 (Optimality of p.). The case k = 1 reduces to protecting individual bits. In
order to compute the values of p that ensures differential privacy for a single bit (in
accordance to Definition 2), it is easy to verify that p = 1

1+eε is the minimum value for
which ∣

∣∣
∣ln

Pr(flip(y) = b)

Pr(flip(y′) = b)

∣
∣∣
∣ � ε ,

holds for all b, y, y′ in {0, 1}. This value coincides with the value obtained by substitut-
ing 1 for k in p = 1

1+eε/k
, thus showing its optimality.

We show how it is possible to address and correct the approximation error resulting from
the bit flipping mechanism in the full version of this paper due to space constraints.

4 Utility Evaluation

In this section, we evaluate experimentally how the utility is impacted by the BLIP
mechanism by applying it for the computation of a semantic clustering algorithm. More
precisely, we consider a semantic clustering protocol whose objective is to provide each
node of the system with its c closest nodes, as measured by the similarity based on the
scalar product on their Bloom filters. In this setting, we measure the utility in terms of
recall, which we formally define later [6]. We have used the three following datasets for
our experiments from the Delicious and Digg collaborative platforms traces and a news
survey conducted in our lab. The survey has been conducted on 120 users who gave
their (binary) opinion on 100 news items. The profile of a user in the Digg trace are the
items forwarded; in the Delicious trace, the items tagged; and in the survey trace, the
news items liked.

# of users # of items average profile size Bloom filter size (m) # of hash func. (k)
Delicious 500 51453 135 5000 18
Digg 500 1237 317 5000 18
Survey 120 196 68 5000 18

The experiment is conducted by simulating a clustering protocol, similarly to [6].
In this experiment, each node corresponds to one node from one of the three datasets
described previously. In a random manner, each node i divides its profile pi into two
disjoint subsets, the training subset ti and the search (or evaluation) subset si, such that
ti ∪ si = pi and |si|/|ti| ≈ 0.9 (the value 0.9 has been chosen to match the setting of
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[6]). The experiment is split into two steps: the clustering (i.e., training) phase and the
search phase.

The clustering phase is divided into 20 rounds. At each round, every node i ex-
changes its Bloom filter with its current neighbors and some other nodes picked at
random [15]. Based on the information acquired, the node keeps as new neighbors, the
nodes displaying a high similarity (if any). At the end of the clustering phase, each
node will have chosen the c most similar nodes met so far as its neighbors. Usually
after a sufficient number of rounds, the neighbors of a node should converge towards
the optimal ones in terms of the recall (as defined in the next paragraph) [6].

Afterwards, the utility is evaluated by checking if each node can find the items con-
tained in its search set si in the profiles of its neighbors. The number of the items found
is divided by |si| (for normalization) and forms the recall metric r (for 0 � ri � 1).
Considering a particular clustering, the higher r, the more useful the clustering is. More
formally, during the search phase, each node i computes its recall value ri defined as:

ri =
|si ∩ (∪j∈ni tj)|

|si| ,

where ni is the set of neighbors of the node i once the clustering phase is terminated.
The overall recall r = mean(r1, . . . , rn) simply corresponds to the average of the
recalls of all the n = 500 (or n = 120 for the survey dataset) nodes (cf. Figure 1).

We provide in Figure 1 the results of the experiments for the recall versus privacy
parameter ε (average over 100 runs). On this plot, we use p = 1/(1+ exp(ε/k)) for the
flipping probability (k = 18). The main plot displays the recall obtained when using
the cosine similarity based on the bias-corrected scalar product (which is developed in
the full version of the paper). The other lines show the recall obtained for two different
cases that act as a baseline: (1) when the similarity is computed on totally random
Bloom filters (i.e., Bloom filters whose bits are flipped with probability 0.5) and (2)
when the similarity is computed with a plain Bloom filters that have not been flipped at
all. Note that the intrinsic value of the recall that can be reached and the gap between the

Fig. 1. Recall obtained with BLIP. The bars correspond to the standard deviation.
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baseline (1) and baseline (2) are directly dependent of the characteristics of the dataset
considered.

From these plots, we can observe that the utility remains non-trivial even for values
of ε that are small, in comparison to the utility obtained with totally randomized Bloom
filters (which directly lead to a random neighborhood for each node). In general the
utility obtained is far from the non-private solution (for Delicious the value is about
0.261) in which nodes exchange directly their profiles but this is inherent to the fact that
the similarity is computed based on the Bloom filters (and not the profiles themselves)
and this is not a drawback due to our flipping mechanism. When combined with the
results of the experiments described in the next section (resilience to inference attacks),
it is possible to observe the trade-off between privacy (i.e., resilience against the profile
reconstruction attack) and utility (i.e., recall in the case of the semantic clustering task).

5 Profile Reconstruction Attack

In this section, we try to answer some of the fundamental questions raised by the use
of differential privacy such that “How to choose the value of ε?” or “What does it mean
for ε to be equal to 0.5 or 1?” by considering a particular inference attack. In a setting
in which each node has its profile represented in the form of a Bloom filter, the main
objective of the adversary is to infer the description of the profile of a node from its
Bloom filter representation. We assume that in the same manner as other nodes in the
network, the adversary (which in fact could simply be one of these nodes) can have eas-
ily access to the ε-differentially private Bloom filters released by the BLIP mechanism.
We describe thereafter an inference attack, called the “profile reconstruction attack”, by
which the adversary produces as output a guess of the original profile behind a given
Bloom filter. In doing so, we aim at empirically computing an upper bound on the pri-
vacy parameter that will prevent this attack from being effective.

5.1 Description of the Attack

Remember that we consider a computationally-unbounded adversary. In the profile re-
construction attack, the adversary exhausts the Bloom filter by querying it on all the
possible items of the application domain. More precisely, the attack works as follows:
the adversary is given a Bloom filter whose bits are independently and randomly flipped
with probability p to ensure ε-differential privacy (we assume the value of p to be a
public parameter and to be known by the adversary to avoid some kind of security by
obscurity). Afterwards, the adversary performs some computation (possibly during an
unbounded duration) and outputs a set of items that corresponds to its guess of the un-
derlying profile behind the given Bloom filter, hence the name “profile reconstruction
attack”. We measure the success of this attack by measuring how close the reconstructed
profile is to the original one in terms of the (squared) cosine similarity. Note that due
to the probability of false positives inherent to Bloom filters (and this even in the non-
perturbed case), the exact reconstruction of the original profile with 100% confidence
may be impossible.
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In a nutshell, the implementation of the profile reconstruction attack that we propose
works as follows. For each item in the application domain, the adversary checks its
corresponding bits in the Bloom filter it observed and sets k0 to be the number of those
bits that were found to be 0 while k1 is the complementary quantity. Using those two
values, the adversary calls a predicate q to determine if an item should be included or
not in the reconstructed profile. More precisely, the predicate q(k0, k1) > c is defined
as pk1(1 − p)k0

(
k1+k0

k0

)
> c, for 0 < c < 1 a constant and p the flipping probability

applied by the BLIP mechanism. The main intuition behind the use of q(k0, k1) is that
it represents exactly the probability that k0 bits were flipped while k1 bits were not
flipped. Note that k0 (respectively k1) is the number of bits in the subset of the Bloom
filter corresponding to the item currently considered that were set to 0 (respectively 1).
We also tried other possible predicates such as the predicate k1 > c′ · k0 for some other
appropriate constant c′, but the other predicates were always less efficient than the one
considered, therefore we disregarded them.

5.2 Experimental Evaluation

In order to assess how the variation of the privacy parameter ε affects the success of the
attack, we conduct an experiment on the three datasets introduced earlier. The objective
of this experiment is to derive empirically an upper bound on ε, such that for all c, the
success of the adversary in reconstructing the profile through the inference attack is as
low as possible. In this experiment, the adversary performs the profile reconstruction at-
tack on each Bloom filter of each user for different values of ε and c. Finally, the squared
cosine similarity is computed between the reconstructed profile outputted by the adver-
sary and the original profile. All values of c between 0 and 1 in steps of 0.01 have been
considered. Then, for each ε the adversary success is measured by the maximum mean
similarity value over all values of c, where the mean (and standard deviation) is taken
over the users.

Figure 2 shows significant diversity between the three considered datasets in the least
possible adversarial success. For instance, the smallest squared cosine similarity at-
tained in the Survey dataset is about 0.3whereas it is 0.002 in the Delicious dataset. This
may possibly stem from the difference in the size of item domain among the datasets.
Nonetheless, we can conclude that in the worst case BLIP successfully prevents the
adversary from producing a reconstructed profile having a cosine similarity with the
original one much higher than the baseline (which is different for each dataset) when
ε is less than 10, for all the considered datasets. As a consequence, we can derived an
empirical upper bound on ε.

To summarize, the exact value of the similarity threshold above which the profile
reconstructed attack is considered successful may depend not only upon the applica-
tion considered but also upon the privacy preferences of the individual from which the
Bloom filter is computed. However, choosing this value to be too conservative (i.e., too
low) is likely to decrease dramatically the utility of the output. Therefore, the achiev-
able trade-off between utility and privacy should be set by taking also into account the
error bounds discussed in the full version of the paper due to space constraints.
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6 Related Work

Non-interactive differential privacy. Most of the previous works studying non-
interactive mechanisms in the context of differential privacy [8,18] have considered
mechanisms that release a synthetic database that can be used to perform queries instead
of the original one. The first work [8] is very inefficient due to its high computational
complexity while [18] considers only input databases that have a sparse representation.

Fig. 2. Profile reconstruction attack. The vertical bars represent the standard deviation. The values
on the y-axis are squared cosine similarity between the original profile and the reconstructed
profile.

Privacy and Bloom filters. The literature on using Bloom filters for designing privacy-
preserving techniques is quite diverse but often assumed a kind of client-server model,
in which the owner of the Bloom filter (server) wants to answer some query asked by
the client. In this context, some solutions focus on concealing the content of the query
from the server, thus ensuring client’s privacy (similarly to private information retrieval
schemes), while others try to prevent the client from getting more information than
the answer to its query, thus ensuring server’s privacy (in the spirit of oblivious trans-
fer). The application domains of these techniques include searching document indexes
[13,3,5], private information retrieval [21], private matching [22], private publication of
search logs [14] and anti-counterfeiting in supply chains [16].

Due to lack of space we do not detailed these methods but for the closest to our work
is [14], which provides a probabilistic version of differential privacy (i.e., the privacy
guarantee holds for all except a small fraction of items). However, this technique only
works for multi-sets and it is not straightforward to apply it on normal sets such as user
profiles.
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7 Conclusion

In this paper, we have proposed BLIP (for BLoom-then-flIP), a differentially private
non-interactive mechanism that releases a randomized version of the Bloom filter rep-
resentation of a profile. The randomized Bloom filter offers high privacy guarantees
(in the sense of differential privacy) while still maintaining a good level of utility. For
instance, the differentially private Bloom filter can be used to compute a similarity
measure, such as cosine similarity or scalar product, with another Bloom filter in a
non-interactive manner. We have demonstrated how the BLIP mechanism affects the
privacy of the underlying profile and how to guarantee privacy at the level of items (as
opposed to bits of the Bloom filter) by tuning the flipping probability. We have also
described an generic inference attack against the flipped Bloom filter, called the profile
reconstruction attack, which enables reconstruction of the full original profile (almost)
if applied on a plain (i.e., non-randomized) Bloom filter but does not work anymore on
the perturbed Bloom filter if the value of the parameter ε is chosen wisely (we provide
a technique for choosing an upper bound to this parameter).

In the future, we plan to broaden the scope of inference attacks considered in order to
evaluate their rate of success on a Bloom filter released by the BLIP mechanism. In par-
ticular, we want to design more sophisticated inference attacks in which the adversary
has some partial knowledge about the profile of a user or that exploit the correlations
between items and assess empirically if the ε-differential privacy ensures an efficient
protection against these attacks. We also plan to study how the relaxation of the notion
of full differential privacy to computational differential privacy [20] and the combina-
tion with the compressive mechanism [18] can be used to provide a lower error bound
for the same privacy guarantees. Another avenue of research that we will explore is how
the difference of expectations in terms of privacy among different users (which could
lead to different values of ε) affect the privacy guarantees offered globally for different
types of users and items.
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