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Abstract—Private scalar product protocols have proved to be
interesting in various applications such as data mining, data
integration, trust computing, etc. In 2007, Yao et al. proposed a
distributed scalar product protocol with application to privacy-
preserving computation of trust [1]. This protocol is split in two
phases: an homorphic encryption computation; and a private
multi-party summation protocol. The summation protocol has
two drawbacks: first, it generates a non-negligible communication
overhead; and second, it introduces a security flaw.

The contribution of this present paper is two-fold. We first
prove that the protocol of [1] is not secure in the semi-honest
model by showing that it is not resistant to collusion attacks
and we give an example of a collusion attack, with only four
participants. Second, we propose to use a superposed sending
round as an alternative to the multi-party summation protocol,
which results in better security properties and in a reduction of
the communication costs. In particular, regarding security, we
show that the previous scheme was vulnerable to collusions of
three users whereas in our proposal we can fix t ∈ [1..n−1] and
define a protocol resisting to collusions of up to t users.

Index Terms—Privacy-preserving computation of trust; Secure
multi-party computation; Secure scalar product; Superposed
sending.

I. INTRODUCTION

Secure multi-party computation (SMPC) [2], [3], [4] allows
multiple parties to perform a cooperative computation, based
on their private inputs, without revealing to each other any-
thing about these inputs except the computation result. Since
1982, when A. C. Yao [2] firstly introduced SMPC, it has been
a hot research topic. In recent years, it has become essential
in several applications [5], including in privacy-preserving
computation of trust.

Among all the basic functions that may be securely com-
puted in a multi-party setting, scalar products are specially
interesting, as many applications can essentially be reduced
to the evaluation of such a product. As an example, scalar
products can be used for the computation of weighted trust
values. In this application, Alice, denoted A, wants to obtain
the trust value of an unknown entity denoted E based on what
other entities denoted (B1, B2, ..., Bn) think about E together
with A’s confidence in these entities. Actually, in real life, this
information is usually considered sensitive, e.g., Bi may not

want to disclose that he does not trust E at all, and A hopes
to conceal the fact that her confidence in Bj is low.

The problem was solved by Yao et al. in [1] by computing
the scalar product of two vectors - one vector representing
A’s confidence values for a set of entities, the other vector
representing recommendations of these entities on E. In their
paper Yao et al. extend the previously existing private two-
party scalar product protocols [6], [4] to a multi-party setting
in which one of the vectors of the scalar product is distributed
among multiple entities.

The goal of this present paper is two-fold. First we prove
that Yao et al. proposition doesn’t fully respect the semi-
honest model, since it is not resistant to collusion attacks.
Actually, we prove that Yao et al. scheme is vulnerable to
collusion between four players that can be practically realized.
Second, we present a new scheme which resists to collusions.
The scheme that we propose doesn’t depend on its practical
application. It can be adapted for any application that requires
a secure distributed scalar product for trust establishment,
especially, for recommendation and reputation systems.

A. Contribution

In the protocol of Yao et al. there is a first phase based on
homomorphic encryption, which results in the computation of
the scalar product plus a random mask. In a second phase,
they use a Private Multi-Party Summation (PMPS) protocol [8]
to compute the random mask which is subtracted from the
result of the first phase to obtain the unmasked scalar product.
The main issue with this protocol is a security flaw in the
Private Multi-Party Summation protocol (PMPS) which allows
collusions of Alice and three honest-but-curious users to learn
other participants’ inputs. We present two scenarios of attack
which can be done during the summation step.

In this paper, we propose a new scheme inspired by the Din-
ing Cryptographers protocol (also known as DC-net protocol)
proposed in 1988 [9]. The DC-net protocol (also known as
superposed sending) allows to send a message collaboratively
from a set of users without revealing which user is the sender
even to a collusion of users of the collaborative set. Based on
its resistance to collusions, we are able to obtain a scheme
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that allows to compute a distributed scalar product with
resistance to collusions of up to n−2 participants with Alice.
Besides, our solution is easily scalable and more efficient in
terms of communication cost, since we reduce by 50% the
communication overhead.

The basic idea in the DC-net protocol is that each message
(which is composed of zeroes if the user has nothing to send)
is masked by adding a random number (the mask) chosen in
such a way that when all the masked messages are added the
masks cancel each other leaving only the sum of the messages
sent.

In our private scalar product protocol, we do the same
homomorphic encryption computation than in the protocol of
Yao et al. : each user computes a part of the scalar product
using a ciphertext of the homomorphic encryption scheme and
hides the result by adding a mask. The main difference is that
in the protocol of Yao et al. this mask is chosen uniformly
at random and in our protocol it is computed as on a DC-net
protocol. This ensures that the masks cancel each other and
that at the end of the first phase Alice obtains an unmasked
private scalar product and the PMPS protocol is unnecessary.

In a first protocol we use the fully-connected DC-net proto-
col that is proved unconditionally secure but less practical.
Then, we propose a computationally secure variant, taking
into account some performance properties. This solution is
based on DC-net a scheme combined with Diffie-Hellman
(DH) Secret Key Exchange (SKE) protocol and a Pseudo-
Random Number Generator (PRNG).

B. Organization

This paper is organized as follows. In section II we recall
basic notions: cryptographic definitions and some specific
building blocks. In section III, we introduce our protocol.
Section IV is devoted to the performance evaluation. Finally,
we conclude in Section V.

II. BASIC NOTIONS

A. Cryptographic definitions

We provide here some basic definitions of cryptographic
techniques used in our protocol and their security properties.

1) Homomorphic Encryption schemes: An homomorphic
encryption scheme (see for example [10], [11]) has three
functions (Gen, Enc, Dec), where Gen generates a private
key sk and a public key pk, Enc and Dec are encryption and
decryption functions, respectively. The encryption function
Enc is said to be homomorphic, if the following holds:
Encpk

(x; r).Encpk
(y; r

′
) = Encpk

(x + y; r.r
′
), where

x and y denote plaintext messages and r and r
′

denote
random strings. Another property of such scheme is that
Encpk(x; r)y = Encpk(x.y; ry). This means that a party
can add encrypted plaintexts by doing simple computations
with ciphertexts, without having the private key. The
arithmetic performed under the encryption is modular. An
Homomorphic scheme is called semantically secure when a
probabilistic polynomial-time adversary cannot distinguish

Alice Bob

x ∈R z∗
p

y ∈R z∗
p

k ← (gy)x k ← (gx)y

gx

gy

Fig. 1. The Diffie-Hellman Key Exchange

between random encryption of two elements chosen by herself.

2) Diffie-Hellman Key Exchange: The DH protocol is one
of the most frequently used key exchange protocol for sharing
keys in cryptographic schemes. It was proposed by Whitfield
Diffie and Martin Hellman in 1976 [12].

In a DH-SKE between two players Alice and Bob, Alice
and Bob fix a finite cyclic group G and a generator g. They
respectively pick random a, b ∈ [1, |G|] and exchange ga, gb.
The common secret key they obtain is gab. An example of
DH-SKE in z∗p cyclic group is depicted in figure 1.

In order to totally break the protocol, a passive
eavesdropper, Eve, must compute the Diffie-Hellman
function defined as: DHg(ga, gb) = gab. We say that
the group G relies on the Computational Diffie-Hellman
assumption (CDH) if no efficient algorithm can compute
the function DHg(x, y) in G. Some related works provide
limited reductions from computing discrete log to compute
the Diffie-Hellman function [13], [14]. Nevertheless, this
assumption remains insufficient to prove the security of many
cryptographic protocols based on Diffie-Hellman protocol.
There is another stronger assumption called the Decision
Diffie Hellman (DDH) [15]. Loosely speaking, the DDH
assumption states that no efficient algorithm can distinguish
between the two distributions (ga, gb, gab) and (ga, gb, gc)
where a, b, c are chosen at random in [1, |G|].

3) Pseudo-Random Number Generators: PRNG schemes
were introduced by Goldreich, Goldwasser and Micali [16].
A Pseudo-Random Bit Generator (PRNG) is defined in [17]
as a deterministic 1 algorithm which, given a truly random
binary sequence of length k, outputs a binary sequence of
length l >> k which "appears" being random. The input to
the PRNG is called the seed, while the output of the PRNG
is called a pseudorandom bit sequence.

The minimum security requirements for a PRNG is that the
length l of the random seed should be sufficiently large so
that a search over 2l elements (the total number of possible
seeds) is infeasible for the adversary. The truly randomness
of the seed is also required. Recommendations about the seed
requirements can be found in [18].

We can categorize the pseudo-random functions following
their security requirements. The first category includes the

1Deterministic means that given the same initial seed, the generator will
always produce the same output sequence
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pseudo-random generators which pass all polynomial-time
statistical tests. We say that a PRNG pass these tests if no
polynomial-time algorithm can correctly distinguish between
an output sequence of the generator and a truly random
sequence of the same length with a probability significantly
greater than 1/2.

The second category called cryptographically secure PRNGs
implies stronger security assumptions. The security of each
generator relies on the presumed intractability of an underlying
number-theoretic problem. Numerous works have been pro-
posed, each one based on a specific assumption. For instance,
it is shown in [19][20] that efficient pseudorandom generators
could be built if one assumes that computing discrete loga-
rithms with short exponents is a hard problem. Steinfeld et
al. [21] propose an improved version of the well-known RSA
generator assuming the intractability of a strong variant of
the RSA problem. There are also propositions related to the
intractability of the DDH problem, Naor and Reingold [22]
describe a beautiful application of DDH. They show how to
construct a collection of efficient pseudo random functions.
These methods are stronger than the first one, however, they
are relatively slower compared to the first category.

B. Specific privacy-preserving protocols

In this section we introduce the building blocks used in Yao
et al. protocol as well as in our proposal.

1) Private Multi-Party Summation Protocol: A PMPS pro-
tocol is a protocol that allows to compute the sum of private
values of n parties, each one with a number Vi, cooperate
to simultaneously compute the sum S =

∑n
i=1 Vi without

revealing to each other anything other than the final sum
S. In Yao et al. any PMPS protocol may be used, but for
communication performance reasons they propose to use the
scheme of Atallah et al. [8] which is presented below.

• Every party i gets a random number Ri

• Every party 2i sends to 2i + 1 his V2i + R2i

• Evey 2i + 1 sends to 2i his R2i+1

• The odd-numbered parties compute V +R =
∑n

i=1 Vi +
Ri and the even-numbered parties compute R =

∑n
i=1 Ri

using for instance a "tree based" approach
• At the end, the odd (resp. even) party simultaneously

exchange their quantities to obtain V (The authors do not
explicitly define the simultaneous secret exchange used
here).

2) Superposed Sending (DC-net): Chaum introduced the
dining cryptographers problem in 1988: three cryptographers
want to find out whether if one of them has paid for the
dinner, without learning whom [9], in other words they want
to be able to say "I have paid" anonymously. Computer
networks that implement the resulting protocol are called
dining cryptographers networks (DC-nets); the protocol itself
is named the DC-net protocol (or superposed sending protocol)
and allows to send messages in a per-round basis. Each round
is similarly called a DC-net round (or a superposed sending
round).

In a superposed sending protocol, all the participating users
send scrambled messages at each round, even if they don’t
have anything to transmit. The protocol described below shows
how a DC-net round is performed.

Superposed Sending

Let U1, ..., Un be a set of users such that each couple of users
(Ui, Uj) shares a unique common l-bits long secret, si,j = −sj,i.
Each user Ui encodes a message Message(i) as a string of l zeroed
bits if he has nothing to transmit, or as an l-bit message if he has
something to transmit.

Round progress:

1. Every user Ui broadcasts: Broadcast(i) = Scrambling(i)∑
Message(i) with Scrambling(i) =

∑n

j=1, j �=i
si,j .

2. Every user computes the result of the round: Result =∑n

i=1
Broadcast(i).

Since every si,j appears in two forms (once inserted by Ui (si,j) and
once inserted by Uj (−si,j) ), the scramblings cancel each other and
each user obtains Result =

∑n

i=1
Message(i).

In [9] Chaum proves that the basic DC-net protocol achieves
sender anonymity and recipient anonymity even against com-
putationally unrestricted attackers:it is proved to be uncondi-
tionnaly secure. However, the proof for recipient anonymity
implicitly assumes that the partial sums are broadcast reliably,
i.e., each message of an honest participant is broadcast to all
participants without being modified.

In order to maintain the unconditional sender anonymity, the
Si,j must be used just once and renewed each round, which
is a similar situation as for the one-time pad. They can be
randomly generated and stored in large storage devices (DVDs,
for instance), that are exchanged physically by the users, or
be pseudo-randomly generated from a secret seed known only
to users Ui and Uj .

The DC-net approach introduces a vulnerability if some
users are malicious. In fact, the service of a DC-net can be
easily disrupted by one or more cheating participants who
send wrong messages. Such an attack results in a denial of
service, but does not reveal any information about which
masks are used, or which user has sent a given message.
Disruptions of the DC-net has been considered in [9], [24],
[25].

In order to simplify the security proofs given along this
paper, we represent DC-net as a connected graph G(V, E)
named key graph where, the set of vertices V includes the all
participants and the set of edges E represents the shared keys
si,j .

Definition 1: An anonymity set seen by a set of keys is the
set of vertices in a connected component of G formed from
the original graph by removing the edges concerned.

Theorem 1: Let O be an observer and A the non-singleton
anonymity set seen by O’s known keys, O can learn nothing
about the members of A except the overall party of their sums.

Proof: For the theorem proofs see [9]
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Alice E

B1 B2 Bn

x1 x2 xn

y1

y2
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compute X.Y =

m∑

i,j

xiyi Anonymously ?

Fig. 2. The Problem Definition

III. A COLLUSION-RESISTANT DISTRIBUTED SCALAR

PRODUCT PROTOCOL

A. Goal

Our aim through this paper is to give a solution to the
distributed scalar product computation problem applied to the
privacy-preserving computation of trust, defined as follows.

Definition 2: Let P = {p1, p2, ..., pN} be the set of all
participants in the network. Alice, an element of P denoted by
A, wants to compute the trust weight of E (another element
of P ) by taking into account the recommendations of a set
of elements Bi (for 1 ≤ i ≤ n) of P . Alice’s input is the
private vector X = (x1, ..., xn) ∈ zn

m. Each party Bi (for
1 ≤ i ≤ n) has a private input value yi. At the end of the
protocol, only the scalar product X.Y mod m is learned by
Alice or by every participant, where Y = (y1, ..., yn) ∈ zn

m

and m are public parameters (see fig. 2 ).

B. Adversary model

We place ourselves in the semi-honest model [3]. A semi-
honest user follows the protocol properly but can keep a record
of all its intermediate computations and analyze them in order
to obtain more information.

The formal definition of the semi-honest model in the case
of two-party computation has been presented by Goldreich in
[3].

Suppose that f is a polynomial-time function, and Π is a
secure two-party protocol for computing f . Let x and y be
the parties’ respective private inputs to the protocol. For each
party, define its view of the protocol as (x, r1, m1, ..., mt)
(respectively, (y, r2, m1, ..., mt)), where r1 and r2 are the
parties’ internal coin tosses, and mi is the i-th message
received during the execution of the protocol. The view of the
first (resp., second) party is denoted by viewΠ

1 (x, y) (resp.,
viewΠ

2 (x, y) ). The output of the protocol is denoted by
outputΠ(x, y) = (outputΠ1 (x, y), outputΠ2 (x, y)).

Definition 3: (privacy with respect to semi-honest behav-
ior): Regarding f , if there is a probabilistic polynomial-time
algorithm, denoted by S, such that:
{(S(x, f1(x, y)), f(x, y))}x,y∈{0,1}∗

≡c {(viewΠ
1 (x, y), outputΠ(x, y))}x,y∈{0,1}∗

{(S(x, f2(x, y)), f(x, y))}x,y∈{0,1}∗

≡c {(viewΠ
2 (x, y), outputΠ(x, y))}x,y∈{0,1}∗

Where ≡c denotes computational indistinguishability by any
polynomial-time algorithm, we say that π securely computes
f .

Goldreich also defines in [3] the semi-honest model in the
case of a multi-party computation. The proposed definition
is similar except that collusions are also considered ( ie. the
particpants can collude in order to gain more information). In
such a setting a subset of users can combine their observations,
to discover information on the other users’ inputs.

C. Notations

In addition to the notations used in Yao et al. paper, we
use the following notations:

prior(pi) The priority level of a participant pi, we can take
here: prior(pi) > prior(pj) if i > j

si,j The secret key of m bits shared between
two participants pi and pj .
si,j = −si,j if prior(pi) > prior(pj)

|si,j | The number of bit making up si,j

Randseed PRNG based on seed
pk A public key
sk A private key
Encpk An homomrphic encryption function using the

public key pk
Decsk An homomrphic decryption function using the

private key sk

D. Yao et al. proposal

In order to solve the problem given in section III-A, Yao et
al. proposed the protocol presented below:

• With an homomorphic encryption scheme, A encrypts the
ponderations xi and sends them to the Bi

• Each Bi computes an exponentiation of the ponder-
ation, masks the result, and sends the masked result
(Encpk(xiyi − vi; r

yi

i r
′
i)) to A

• The Bi follow the PMPS protocol to compute
∑n

i=1 Vi

and send the result to A
• A sums the masked results and subtracts the result of the

PMPS protocol

Our idea is that having two steps:

• Bi mask the values
• Bi compute securely the sum of the masks

is non-optimal from a communication and computation point
of view. Moreover, the PMPS protocol proposed to secure
the computation of the sum introduces a vulnerability against
collusions as it will be shown below. We therefore propose
to replace these steps by a superposed-sending scheme which
ensures a simple way to mask values in such a way that the
masks cancel each other on the final step with strong security
properties and low communication complexity.

To assert our propositions, let’s see more closely the security
level of Yao et al. proposition.

Proposition 1: During the summation step, a collusion of
three users with Alice allows to discover Vi.
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Proof:
As we are under a semi-honest model, the participants can
record the intermediates values (Vi, Ri) as well as the partial
results involved by the computation of V + R and R (see
section II-B). They have, also, the capacity to collude by
exchanging their intermediates results.
In order to prove this proposition, we give two instances of
attacks. The first one against an even-numbered set of users
and the second one against an odd-numbered set. We present
one instance of each attack.

1. If Alice wants to know the private value V2i+1, she creates
a collusion with (2i + 3, 2i, 2i − 1):

• 2i + 3 supplies: A =
∑2i+1

i=1
(Vi + Ri)

• B =
∑2i−1

i=1
(Vi + Ri) is provided by 2i − 1

• C = (V2i + R2i) and R2i+1 are provided by 2i
• Finally we obtain: V2i+1 = A − (B + C + R2i+1)

2. If Alice wants to know the private value V2i, she creates a
collusion with (2i + 1, 2i + 2, 2i − 2):
At 2i+1 we have V2i +R2i: it colludes with 2i−2 and 2i+2
in order to obtain R2i and therefore it obtains V2i.

• 2i+2 supplies: A = R1+...+R2i−2+R2i−1+R2i+R2i+1

• B = R1 + ... + R2i−2 + R2i−1 is provided by 2i − 2
• C = R2i+1 is provided by 2i + 1
• We obtain: R2i = A − (B + C) and thus, we find V2i

Proposition 2: The private value yi of a participant Bi

is revealed with just a collusion between Alice and three
compromised participants.

Proof: Vi is obtained with a collusion of three elements
(proposition 1). As we are under a semi-honest model, Alice
has the capacity to store the intermediate results namely xiyi−
Vi, this fact leads to the knowledge of yi.

E. Our proposal

In this section, we first give an overview of a preliminary
version of our protocol using a fully-connected DC-net that
has the advantage of ensuring unconditional security against
collusions of users, but hard to implement from a practical
point of view. Then, we propose a computationally secure
variant, taking into account performance issues. This second
scheme is based on the Diffie-Hellman key exchange protocol
and on a pseudo-random number generator.

1) Description of the protocol: The initial version of our
protocol is presented as follows:

Fully-connected Protocol
For i from 1 to n

1. Alice generates a private and public key pair (sk, pk) and
sends pk to Bi (this is done just once or periodically).

2. Alice encrypts the element xi of her vector X with her
public key in homomorphic encryption. The ciphertext ci =
Encpk (xi; ri) is sent to Bi where ri is a random string.

3. As we use an homomorphic encryption, Bi does not know
Alice’s private key. However he is able to compute the ciphertext
corresponding to xiyi, even though he does not know xi. Bi

computes the ciphertext wi as follow:
• wi = cyi

i modm, we obtain: wi = Encpk(xi.yi; r
yi
i ).

4. For j from 1 to n

• If si,j doesn’t exist yet, Bi and Bj randomly generate it
(we assume the existence of an unconditionally secrecy
channel between all players in order to securely exchange
the shared keys).

5. In order to hide yi to Alice, Bi computes like a DC-net
protocol:

• The mask MSKi =
∑n

j=1,j �=i
si,j

• The encryption w
′
i = wi . Encpk (MSKi; r

′
i).

6. Then Bi sends w
′
i to Alice.

When Alice receives all w
′
i , she computes:∏n

i=1
w

′
i modm =∏n

i=1
Encpk (xi.yi; r

yi
i ).Encpk (MSKi; r

′
i) =∏n

i=1
Encpk (xi.yi + MSKi; r

yi
i .r

′
i) =

Encpk (
∑n

i=1
xiyi +

∑n

i=1
MSKi;

∏n

i=1
ryi

i .r
′
i) =

Encpk (X.Y +
∑n

i=1
MSKi;

∏n

i=1
ryi

i .r
′
i) (∗)

Alice uses her private key sk and Dec function to decrypt (∗). Since
every si,j appears in two forms (once inserted by Bi (si,j) and once
inserted by Bj (−si,j) ), the sum

∑n

i=1
MSKi will be equal to

zero, thus Alice obtains immediately the final result X.Y

In order to analyze the security of our technique, we now
examine the protocol more closely. Our protocol is based on
two primitives namely homomorphic encryption and DC-net
protocol. The first one is used to ensure the privacy of Alice’s
input (xi) and the second one to hide the Bi’s input (yi).
Hence, it is obvious to say that the security of our private
scalar product depends on the security of both homomorphic
encryption and DC-net protocol.

In what follows, we try to demonstrate the privacy level of
the protocol under a semi-honest model. Before, we consider
these two lemmas.

Lemma 1: Consider the modular summation in zm and
assume that the secret si,j randomly generated and renewed
each round. The sum xi.yi +

∑n
j=1,j �=i si,j modm provides

perfect secrecy.
Proof: As si,j randomly generated and renewed each

round, the
∑n

j �=i si,j is also. The length of xi.yi equals to∑n
j �=i si,j = m. We have here the whole conditions of a one-

time pad encryption. On the other hand, Shannon has proved
the unconditional security of one-time pad encryption. Hence,
the modular summation xi.yi +

∑n
j �=i si,j modm provides

perfect secrecy.
Lemma 2: The privacy of yi value associated to a partici-

pant Bi is resistant to a collusion between Alice and n − 2
compromised players Bj .

Proof: Alice has xiyi + MSKi. Let G(V, E) be the key
graph representing our first version. Let be a collusion between
A and all players in the set {Bj �= Bi / 1 ≤ j ≤ n − 2} (
Alice colludes with Bj by pooling their secret keys). Thus Bi

and the remaining not compromised player build an anonymity
set seen by the pooled keys (the secret keys which link the
A’s colluders and the anonymity set). Following theorem 1,
Alice gain nothing about xiyi and thus about yi, since the
A’s colluders haven’t any information about the shared keys
between the anonymity set members.
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Theorem 2: In the semi-honest model, our distributed pri-
vate scalar product is secure.

Proof: Each entity Bi only sees a random ciphertext from
Alice. Bi cannot guess the plaintext, since the homomorphic
encryption scheme is assumed to be semantically secure.
Hence, Bi cannot guess Alice’s value xi.

A collusion against Alice which means to try to guess the
xi value with a collusion is also protected by the semantic
security property.

Alice records all intermediate results xi.yi +
∑n

j �=i si,j ,
according lemma 1, it is impossible for Alice to guess any
yi value.

The full collusion against Bi involves all other (n − 1)
participants. It is right that our proposition can’t protect against
this attack. However, in practice, it is impossible to have all
participants who are mutually mistrustful colluding against
just one in an anonymous system. Hence, a more realistic
attack is the partial collusion, which involves only some of
the participants.

Under a partial collusion, our solution protects up to a
collusion of n − 2 Bj with Alice. Lemma 2 shows clearly
this property.

2) Practical consideration: The unconditional security of
the previous superposed sending scheme relies on the un-
conditionally secrecy channels. However, this is impractical,
especially, with the increasing network size, as does the total
number of the shared keys.

The problem can be solved via the public key cryptography.
The mechanism chosen here to distribute the secrets is the
Diffie-Hellman key exchange protocol (see section II-A2). The
only thing that will be changed compared to the previous
version is the key distribution mode. Each Bi initiates, at each
round, a new DH-SkE with every participant Bj in order to
establish the new secret key sBi,Bj . This can be done by using
a trust third party such as a central PKI, yet this manner goes
against the distributed aspect of a protocol. As the adversary
is a passive attacker in the sense that the man in the middle
attack is not feasible, we can avoid the use of PKI by using the
zero knowledge proof protocol [27] so as to ensure, at least,
whether each party knows its secret during the DH exchange.

This second approach requires n(n − 1)/2 keys, approx-
imately O(n2) keys. This leads the scalability problem in
practice when applied to a large system. About the compu-
tation complexity, Each participant Bi must perform O(n)
exponentiations in order to compute the shared keys with the
remaining n − 1 participants.

Another improvement is to launch the above setting secrets
procedure only once, at the protocol initialization. Every pair
of participants (Bi, Bj) keeps the initial shared secret key as
a seed (seedBi,Bj ) to the future secret key generations. Thus,
at each round, every pair (Bi, Bj) pseudo randomly generates
its shared secret key sBi,Bj based on its seed.

Indeed, by choosing an adequate group, the shared key
exchanged during the DH protocol has all the requirements
to be a seed (see section II-A3).

By doing so, we drop the communication overhead and

the expensive exponentiation computations generated by the
DH exchange during each round. Nevertheless, the overhead
generated by the PRNG will always remain.

We can decrease both the communication and the compu-
tation overhead by using a less dense key graph. To build this
graph, for instance in a distributed manner, every participant
Bi chooses randomly k distinct participants Bj . Therefore,
each key graph’s node will have an average density d approx-
imately equals to 2k (see proposition 3 bellow).

Proposition 3: The probability for a player Bi to be chosen
by δk other players for δ > 1 is in O(e−δk)

Proof: A player chooses k distinct nodes among n − 1
(he doesn’t choose himself). As players are chosen randomly,
a given player Bi will have a probability k/(n − 1) of being
chosen by another player Bj . Let Consider now the random
variable Xi which equals to 1 whether a player being chosen
and 0 else. Which means that Xi is a Poisson trials with a dis-
tribution Prob[Xi = 1] = k/n− 1. As each node operates in-
dependently, sequence X1, ..., Xn−1 is an independent Poisson
trials with E[

∑
i∈[n−1] Xi] = k. Using the Chernoff bound, is

proved for δ > 1 that: prob[
∑

i∈[n−1] Xi > δk] < (eδ−1/δδ)k.
Hence, we can infer that the probability to be chosen by more
than k players is in O(e−δk).

A summary of one variant of a protocol is depicted bellow:

The Practical version (version 2)
Let P = {p1, p2, ..., pN}. pi can play the role of A, E or Bi.
G = Z∗

p denote a finite multiplicative cyclic group of prime order p.
Let g be the generator and |G| > 22m.
k is a parameter taken relatively to the security level that we aim to
reach.
At the protocol initialization (round r=1): For each (A, E and
B = {B1, B2, ..., Bn}) do
Each pair (Bi, Bj) agrees on (G, g).
For all Bi ∈ B do

• Bi selects a random secret: ei ∈ Zp.
• Bi chooses randomly among the n − 1 participants, a set of k

distinct friends {f1, f2, ..., fk}.
• For j from 1 to k do

– Bi sends to fj the public party gei and the knowledge
proof of ei.

– fj receives gei , then:
∗ Computes (gei)

efj .
∗ Replies to Bi by sending him the public party g

efj and
the knowledge proof of efj .

– Bi computes (g
efj )ei .

– Finally, Bi and fj hash g
eiefj to an m-bit string:

seedi,fj = h(g
eiefj ) which will be the secret seed

between Bi and fj .
Now each Bi ∈ B shares a secret seed with approximately di = 2k
participants (proposition 3)

At each round r ≥ 1: (Distributed scalar product phase see section
III-A)
Consider n ≥ 2 and sr=0

Bi,Bj
= seedBi,Bj .

For i from 1 to n do
Consider the set BFBi = {Bj/sr

BiBj
exists}.

• Perform the steps 1, 2, 3 of version 1.
• For j from 1 to |BFBi | do
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– Bi and Bj pseudo randomly generate a new shared secret:
sr

Bi,Bj
= RandseedBi,Bj

(sr−1
Bi,Bj

).

• Bi Computes the mask: MSKBi =
∑

Bj∈BFBi
sr

BiBj

• Resume the private distributed scalar product at step 5 of the
first version of a protocol.

In this paragraph, we are interested by the security proofs. Be-
fore proving the security of our protocol by taking into account
these practical improvements, we consider this theorem.

Theorem 3: Consider these two sets: BFBi =
{Bj/sBiBj exists}, SBi = {sBiBj /Bj ∈ BFBi}. The
yi value associated to a participant Bi is discovered if and
only if the whole elements of BFBi collude with A.

Proof: Let G(V, E) be the key graph where V =
{B1, B2, ..., Bn} and E =

⋃n
i=1 SBi .

Consider a collusion between A and some Bj /∈ BFBi .
The exchanged keys inside this set sees the anonymity set
BFBi

⋃{Bi} (def. 1). Following theorem 1, A gains nothing
about xi.yi and thus about yi.

Now, we consider a collusion between A and Bj ∈ BFBi

for j from 1 to |BFBi | − 1 by pooling their secrets keys
sBiBj . Bi and the remaining not compromised player build
an anonymity set seen by the pooled keys. Following theorem
1, Alice gains nothing about yi, since the colluders haven’t
any information about the shared keys between the anonymity
set members.

Regarding the security of the homomorphic encryption, it
remains the same ie. semantically secure. Hence, the privacy of
A’s input namely xi is preserved even against a full collusion.

Alice records all the intermediate results xi.yi +∑
Bj∈BFBi

sBi,Bj , following lemma 1 except that now it is
no longer a question here of unconditional security, yet the
security of this sum depends on the security of the DH-
SKE and the PRNG function. Consequently, the privacy of
yi values are protected by the number-theoretic assumptions
behind these two primitives.

About the resilient of Bi’s value namely yi to collusions,
let us consider theorem 3. This theorem proves that the
second version of our scheme presented above is resistant to
a collusion between A and |BFBi | − 1 elements.

On the one side, we note that by increasing the length of
BFBi we increase at the same time the resilient of a protocol
to collusions. On the other side, the length of BFBi depends
on the k value. Hence, we can say that by increasing k we
increase the resistance of a protocol to collusions and thus
rising the security level of a protocol.

In conclusion, under a semi-honest model, the security of
our protocol proportionally increases by increasing the density
di per node of a key graph. For instance, if the density di of
a participant Bi equals to n−1, we reach a protection against
a collusion of (n − 2) Bi with Alice.

IV. PERFORMANCE ANALYSIS AND COMPARISON

Despite that the detailed performance analysis can be made
only in a real trust model, we will try to give, here, some per-
formance comparisons between our practical model and Yao et

Protocol Operation Overhead

Yao et Al. Protocol
Comp. (Alice)
Comp. (Bi)

n homomorphic op.
log yi homomorphic op. +
RG op. (PMPSP)

Our Protocol
Comp. (Alice)
Comp. (Bi)

n homomorphic op.
log yi homomorphic op. +
O(k) PRNG

TABLE I
COMPUTATION OVERHEAD COMPARISON

Computation(comp.) complexity of the yao et al. proposition and our protocol.
We denote by n the length of alice’s vector X and by RG the random
generation operation. The logarithmic factor is due to using multiplications
to compute exponentiation.

al. proposal. It concerns the communication and computation
complexity of each model.

We do not consider here the overhead generated by the
initialization phase, since it achieved only once. Regarding
the computation complexity, this step generates one random
generation and performs O(k) exponentiation per participant.
Regarding the communication overhead, this step generates
approximately O(kn) communications.

In terms of communication cost, in the case of yao et al.
model, we have a total of 4n communications:

• Alice and all Bi perform 2n emissions per round when
sending their encrypted private values;

• During the summation step the Bi (for i from 1 to n )
perform at least 2n communications per round. This is
due essentially to the sending of Vi, Ri values and to the
tree-based summation step.

Whereas, in our case, we just perform 2n communications
per round which represent a reduction of 50% of communica-
tions compared to the Yao et al. model. We can be much more
precise. If we consider the simultaneous exchange of secrets
using the bit by bit exchange, which is recommended in the
last step of PMPS protocol for security considerations, we note
an added overhead estimated up to m communications.

In terms of computation cost, the computation overhead
is approximately equivalent. In both protocols see table I:
A uses n homomorphic encryption operations per round
and each Bi performs one exponentiation per round. In our
case, the only additional overheads are those caused by the
PRNG computations performed by each Bi. Indeed, every
Bi (for i from 1 to n) pseudo randomly generates di secrets
per round. consequently, each scalar product phase performs
approximately ndi PRNG computations. Whereas in the Yao et
al. model there is also the computations overhead generated by
the PMPS protocol which is estimated to n random generation
operations per round.

V. CONCLUSION

Secure the computation of scalar product is an important
issue in practice. In this paper, we have discussed one instance
of scalar product applied to the privacy preserving computation
trust.

We have considerably improved Yao et al. proposal from
the security point of view. Indeed, after proving that Yao et al.
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solution doesn’t protect against collusions, we have presented
a new easily scalable secure model. We have also proved that
this scheme is optimal in terms of resistance to collusions.

We have proposed an approach based on DC-net scheme
which presents some practical difficulties then, based on this
idea, we have presented another efficient scheme by consider-
ing some practical considerations such as: the communication
and computation complexity. This scheme uses the DH-SKE
combined with the PRNG. We have proved that this model is
much more secure and generates less communication overhead
than the Yao et al. solution. Its security varies, under a semi-
honest model, proportionally to the density per node of its
key graph representation. Actually, the resistance to collusions
increases by rising the value of the security parameter k.

As regarding the computation and communication complex-
ity, we have also obtained good results. We have decreased
50% of communications compared to Yao et al. proposal.
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