Transferred Cash Grows in Size

David Chaum Torben Pryds Pedersen*
CWI Aarhus University
The Netherlands Denmark
Abstract

All known methods for transferring electronic money have the disadvantages
that the number of bits needed to represent the money after each payment
increases, and that a payer can recognize his money if he sees it later in the
chain of payments (forward traceability). This paper shows that it is impossible
to construct an electronic money system providing transferability without the
property that the money grows when transferred. Furthermore it is argued that
an unlimited powerful user can always recognize his money later. Finally, the
lower bounds on the size of transferred electronic money are discussed in terms
of secret sharing schemes.

1 Introduction

Transferability of electronic cash means that the payee in one payment transaction can
spend the received money in a later payment to a third person without contacting the
bank or another central authority between the two transactions. As on-line electronic
payment systems require communication with a central authority during the payment
transaction, transferability is only an issue for off-line systems. Although the ability
to transfer “normal” money (coins, notes) is very important in our daily life, this
property has only received very little attention in relation to electronic money. To the
knowledge of the authors, transferability of electronic money has only been described
in [vA90], [0090] and [0092].

This paper first sketches the (generic) method for transferring electronic cash
proposed in [vA90]. At a.first glance this method is not ideal, because extra bits are
appended to the transferred coins, and a person, whose coin has been transferred a
number of times, can always recognize this coin if he sees it later (this property will
be referred to as forward traceability).

Intuitively, it is not surprising that the size of transferred money increases, because
it must be possible for the bank to identify people, who spends a coin twice. Hence,
a transferred coin must contain some information about every person, who has spent
it.

This paper formalizes this argument, as it gives lower bounds on the number of
bits needed to represent transferred money. These lower bounds depend on whether
the systems provide unconditional untraceability or computational untraceability. In
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particular it is shown that in case of unconditional untraceability the size of a trans-
ferred coin must increase by the number of bits needed to identify the payer, whereas
a computational untraceable coin grows with approximately half this number of bits.

It is furthermore argued that a payer with unlimited computing power can always
recognize his own money, if he sees it later in the chain of payments.

All statements in this paper are with respect to coin-systems, but it is not hard to
see that the results are valid for electronic checks as well. The first section describes
a general model of off-line electronic coins and presents the notation which will be
used in this paper. In Section 3 il is shown how to add transferability to all known
payments systems, and Section 4 and 5 give lower bounds on the size of transferred
electronic coins. Section 4 considers payment systems providing unconditional payer
untraceability, and Section 5 gives a lower bound for computationally untraceable
money. In Section 6 it is argued that these lower bounds are optimal, and Section 7
concludes the paper.

2 The Model

This section presents a basic model for off-line electronic cash which will be used in
the following.

The results in this paper are independent of whether the payments system provides
a protocol for refunding unspent parts of the money. For simplicity, we will therefore
assume that the payer always spends his electronic money for its total value (coins).
Hence, we consider an off-line electronic payment system involving a bank (B) and
K individuals (p1,...,px) providing protocols for:

1. Withdrawal of money from the bank;
2. Payment transactions from one individual to another; and
3. Deposit (at B) of received money.

The system is said to provide transferability, if the payee in on payment transaction
can use the received money as a payer in a later payment transaction without talking
with the bank (or anybody else) between these two transactions.

The “life-cycle” of an electronic coin in such a system looks like:

Figure 1: Life-cycle of a coin

Figure 1 illustrates that a person, p,, first withdraws co from B and then spends
the coin in a payment transaction. During this transaction ¢y is changed to ¢;. In
general, for ¢ = 2,3,...,n — 1, p; receives c;_;, and when he later spends it, it is
transformed into ¢;. Finally, p,, deposits the coin at the bank, who receives c,.
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Unconditional payer untraceability means that even an unlimited powerful bank
cannot identify any of py,p;,...,pa_; from c,. Computational untraceability means
that given c,, the bank cannot identify the payers unless it can make a computation,
which is thought to be infeasible.

To prevent a payer from using a coin twice, it most be possible for the bank
(with very high probability) to discover the identity of such a double-spender. This
must be possible even if the coins have been transferred a number of times after the
double-spending occurred.

3 How to Transfer Electronic Money

This section gives a brief description of the method for transferring electronic money
presented in [vA90]. As this method is generic in the sense that it works for a large
class of electronic payment systems, it will only be described in general terms here.
First a general coin-system is sketched, and then it is extended with transferability
(for more details see [CFN90] and [vA90)). It is not difficult to apply this method to
electronic checks as well (see [vA90]).

Let the bank have two secret keys Sy and S; with corresponding public keys Py
and P;. A signature with secret key S; is worth a fixed amount (say $1), whereas a
signature with Sq is worth nothing. Both signature schemes must have the property
that it is possible to make blind signatures: A user can get a signature S;(m) on the
message m, but the signer gets no information about m (for i = 0, 1). See [Cha83)
and [Cha84] for examples of such signature schemes.

An electronic coin system can now be constructed as follows.

Withdrawal

1. User P constructs a message mp of a special form (see later), and proves that
mp is constructed correctly (without giving the bank any information about

mp).
2. The bank makes a blind signature on mp and withdraws $1 from P’s account.
3. P recovers the signature on mp.

P can later pay another person, R, one dollar using the following protocol
Payment

1. P sends mp and Si(mp) to R.

2. R verifies that Si(mp) is a signature on mp, chooses a random challenge, cp,
and sends it to P.

3. P sends back an answer rp.

4. R verifies that rp is correct (using cp and mp).
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In order to prevent double-spending, mp must be constructed such that if P can
send correct answers corresponding to two different challenges, then the bank can
find P’s identity from these two answers and mp. However, a single correct answer
must not give the bank any (Shannon) information about P’s identity (see [CFN90]
and [vA90] for details about how P can construct mp and prove to the bank that it
was constructed correctly).

The receiver, R, can at any time after the payment deposit the electronic coin at

the bank (and get $1):

Deposit
1. R sends mp, Si(mp), cp and rp to the bank.

2. The bank verifies the signature and that rp is a correct response to the challenge
cp. Then the bank increases B’s account with the amount $1.

3. Finally, the bank searches through its database to see if mp has been deposited
previously, and in that case it finds the identity of P (provided the challenges
in the two payments are different).

In [CFN90] it is discussed how it can be ensured that P will always get different
challenges, if she tries to spend a coin more than once.

In order to add transferability to this scheme the signature scheme given by (So, Fo)
is needed. Furthermore, a one-way function, f, is required.

Before R acts as a payee in a payment, he goes to the bank and performs a protocol
corresponding to the withdrawal except that the bank gives R a signature So(mRg),
where mp has the same properties as mp (in practice, R would get signatures on
many different messages, mg, in an initial transaction).

When R receives the coin given by S;(mp) from P, he does not choose the challenge
at random, but as

cp = f(mR, pR)
where pp is formed in a special way (to ensure that R can later deposit the money if
he wants to, and to ensure that P gets different challenges, if he tries to spend the
same coin twice — even if P and R cooperate).

Later R can pay the received coin to a third person, S, without contacting the
bank between the two payments:

Payment of a transferred coin
1. R sends mp, Si(mp), rp, mg, So(mg) and pgr to S.

2. S verifies the two signatures.
S verifies, that rp is a correct answer to the challenge f(mg, PR)-

3. S computes a challenge, cg, and sends it to R.
4. R sends an answer rg.

5. S verifies that rp is correct (using cg and mg).
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S can in particular compute the challenge cs such that she can later transfer the coin.
This method has the advantage, that it is easy to implement in known electronic cash
systems, but it has two drawbacks:

1. The money grows in size when transferred (because transcripts of the previous
payments are appended and must be verified in each payment).

2. If a payer sees his coin later in the chain of payments, he can recognize it.

It is intuitively clear that the bank can identify double-spenders even if the coins has
been transferred a number of times, but it is outside the scope of this paper to state
and prove this property formally.

4 Unconditionally Untraceable Money

In this section it is shown that the size of electronic money has to grow each time it
is transferred, if unconditional payer untraceability is provided.

Consider the tree of payments constructed as follows. A payer, p;, withdraws a
coin, ¢, from the bank and uses it to pay the user p;. During this transaction ¢} is
changed to ¢|. Later p, pays this coin to P3, and after this transaction the coin has
been changed to c). In general, we consider n such payments (n € IV), in which p;
receives the coin ¢/_;, and when he spends it again later, it is transformed into Ci.
In the following it will be assumed that the prescribed payment protocol is executed
correctly in all these transactions.

Assume furthermore that each p; spends C;_1 again in another correct execution of
the payment protocol completely independent of p;’s first payment. The resulting coin
(the payee’s output from this transaction) is denoted ¢;. In the following we are going
to look at these ¢;’s and forget about the ¢;'s except ¢}, which we will also denote by
cny1. Figure 2 shows the relation between the payers and the coins.

The ¢;’s and p;’s depend on the random choices in the transactions and the choices
of payees. Let therefore C; be a random variable whose valueis ¢; fori = 1,2,...,n,n+
1, and let P; be a random variable whose value is pifori=1,2,...,n.

In this section, a lower bound will be given for the entropies of the random vari-
ables representing coins. The results are based on elementary information theory as
presented in [Wel88] for example. In the following H(X) denotes the entropy of the
finite random variable, X:

H(X) = =3 Prob(X = z)log(Prob(X = z))

(all logarithms are with the base 2).
Let U, V and W be threé vectors of finite, random variables. The following rules
will be used repeatedly:

H(V)

> 0 (1)

HU,V) = H{U|V)+H(V) (2)
HU,V|W) = HU|V,W)+HV|W) (3)
HU|V,W) < HU|V) (4)

The following lemma will also be used several times,
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C4 C3

Figure 2: Payment tree for n =3 — unconditional untraceability

Lemma 4.1
Let ¢ > 0, and let U, V, W and Z be four vectors of finite, random variables. If

HV|W,Z)<e

then
H(U|W,Z) <HU|V,Z)+e

Proof

HU\|V,2) > HU|V,W,Z) by (4)
H(U,V|W,Z)- HV|W,Z)  by(3)
HU,V|W,Z)-¢
H(V|U,W,2)+ H{U |W,2) - ¢

HU|W,Z)—c¢ by (1)

AV | I AVAR | AV

If the payment system provides unconditional payer untraceability then the condi-
tional entropy of P; given C; equals H (P):

H(P|C)y=H(P) fori=1,2...,7n
This property can be further strengthened to
H(P;|C1,Cy,...,Ci) = H(P) fori=12,...,n,

because of the independence of the payment transactions.
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The fact that the bank can identify double-spenders with probability at least 1—p,
where p is the probability that a double-spender is not detected, implies that

H(P; | Ci,C;) < plogK for1<i<j<n+l,
where K is the number of possible payers. Let
e =plog K.

In practice p must be very small (negligible as a function of a security parameter) and
then ¢ is very small as well.

Theorem 4.2
H(Cn+1) Z H(Pl) -+ H(Pg) +... + H(Pn) — 2ne.

Proof
Claim: For 1 <i < n:

H(Cn-H I 01;02)-- -yCi) 2 H(Cn+1 ICI) 02:' . -,C;,Ci-}-l) + H(R) - 2e

From this claim it follows by simple induction that

H(Cpy1) 2 H(Copr | Cy)

AVAN

H(Cn.H I 01,6'2) + H(P]) — 2¢
i-1
2 H(C"'HICI)CZ)"')Ci)+ZH(Pj)_2€(i—1)
i=1
2 H(CN-H lCl,CQa'--aCﬁ-i-l)+ZH(PJ')_2€n
=1
= Y H(P)—2en
=1
In order to prove the claim, let i € {1,2, ..., n} be given, and let A; denote the vector
(C1,Ca,...,C:). Then
H(Cri1 | Ai) = H(P,Cppy | A) — H(P | Crt1, Ai) by (3)
2 H(PB,Cpp | A) —¢
= H(Chpy IP,-,A.')—{-H(P.-IA;)-—G by (3)
= H(Gn-i—l IR1A3)+H(R)‘"5
2 H(Coy1|Cigr, &) + H(P) — 2¢

where last inequality follows from Lemma 4.1 and the fact that A (P | Cip1,Ai) L e
|

As the entropy is a measure of the number of bits in optimal encodings, Theo-
rem 4.2 implies that the number of bits needed to represent an electronic coin grows
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each time the coin is transferred. Furthermore, the increase is the number of bits
needed to identify the new payer. In particular, if H(P;) = k for every ¢ (the bank
needs k bits of information to identify each payer) we see that

H(Cn+1) > kn — 2ne,
and by the symmetry of C, and C,;; we get
H(C,) 2 n(k — 2¢).

As ¢ << k the coin grows with the number of bits needed to identify the payer each
time the coin is transferred.

We conclude this section with a short remark on forward traceability. If all secret
keys of the bank are uniquely determined by the bank’s public key, then a payer with
unlimited computing power can alway determine, given a transferred coin, if he has
previously had this coin in his possession:

1. Simulate another payment of his original coin.
2. Compute the secret key of the bank (using the unlimited power).
3. Determine the identity of the double-spender (as the bank would have done).

5 Computationally Untraceable Money

In the previous section we saw that unconditionally untraceable, electronic money
must grow in size when transferred. In this section a similar result is proven for
computationally untraceable money.

The tree considered in the previous section is not sufficient to give an interesting
lower bound on the size of computational untraceable money. This is due to the fact
that in such a system each ¢; could, in principle, contain all information needed to
identify p;, but no additional information about the previous payers.

The proof in this section is therefore based on a tree of payments constructed as
follows. First, p} receives a coin, ¢, from the bank, and then he chooses two payees,
p? and p}, at random among all individuals in the system and pays both of them in
correct and independent executions of the payment protocol. As the money system
provides transferability p2 and p? can later, independently of each other, spend the
received coin twice in a similar way In general, for j > 1and 0 < i < 291, p’ transfers
a received coin to pi}! and p%. i+1- After some time, the ongma.l coin has been changed
to co, €1, ..., Can_1, Where p? is the payer of cz; and ¢34y for : = 0, 1,. .20 — 1.

Let C; be a random variable with value ¢;, and let P/ be a ra.ndom va.rla.ble whose
value is the identity of pi. Figure 3 shows how C; is related to each P! forn =3.

For any i = 0,1,...,2" — 1, let P;;, Pi2,...,P;x be the pa.th from the root to C;
in the tree of pa.yments (Pig = P} for all 1). Hence, P! (0 < i < 29-1) denotes the

i’th payer (from left) at depth 5 — 1 whereas P;; (0 < i < 2") denotes then j’th payer
of the coin which is finally tra.nsferred to C;. In both cases 1 < 3 < n.

Furthermore, for any pair (i,j) where 0 < i < 2* and 1 < j < n, let T be
the sub-tree of height n — (j — 1) having P,; as root. The leaves in this subtree can
be numbered from 0 to 2"+'-J — 1 from left to right. Let C; have number & in this
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Co C C, o Cy Cs Cs Cy

Figure 3: Payment tree for random variables (n=3) — computational untraceability

enumeration. Then f(4, 5) is defined as the index of the leaf with number 27+1-7i _] _
in this enumeration (Cr.j) is “symmetric” to Ci in the sub-tree T} ;). For example
forn =3

f(0,1) = 7
f2,1) =5
f(4,2) = 7
f(0,3) = 1

The function 7+ f(3,7) is a bijection for every j € {1,2, -..,n} because
F(f(3,9),9) =

Let p be the maximal probability with which a user can spend a coin twice without
being identified, and let

€ = plog K,
where K is the number of possible participants, The property that the bank can
identify double-spenders can be expressed in terms of entropies as follows. Given two

leaves C; and C, (i £ k), let j be maximal such that Ci is a leaf in T} ;. Then C; and
Cy are both (transferred) results of double-spending by p; j- Hence

H(P,,, | C,',C;,-) <e (*).
In particular this implies that
H(P:; | C,, Cpizp) < .

_—

Now consider the subtree, T’ ;, defined as the entjre tree, but with the tree T} ; removed
(Ta3forn =3 is shown in figure 4).
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Co Cq Cy Cs Cs Cq

Figure 4: Ty3 for n =3

In the construction of the tree it was required that each payer spends the received
coin twice in two independent payments to two independently chosen payees. This
means that for any vector, V, of random variables in T;; (nodes and leaves):

H(F,; | V)= H(P;)

(the independence property). As this section considers payment systems, which do
not (necessarily) offer unconditional untraceability, the proof of the following theorem
is based on (*) and the independence property.

Theorem 5.1
In a tree of depth n:

2n-1 n -1 .
S HC)2 YL Y 2 H(P] - 2 3ne
=0 Jj=1 =0

As entropies are always positive this shows that electronic coins must grow in size when
transferred. To be more concrete, consider the case where the uncertainty about each
payer is k (k bits of information are needed to uniquely identify a payer). Then the
theorem implies that

2"-1 n 2711
SHEC) 2 ST k- 2"n—-
=0 Jj=1 =0

_ n2"(k—36)

In particular this means that the entropy of some C; is at least nk‘23‘, and if the
entropies of all C;’s are equal then

H(C;) 2 n(

k — 3¢
2 )-
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This shows that the entropy of the coins grows linearly in the number of transfers,
and furthermore, that the coins grow by approximately -g bits when transferred (since
k >> 3e).

This is less than for unconditionally secure money. The difference is due to the
fact that a coin, ¢;, in principle may contain all information needed to identify a payer
as long as the bank cannot compute this identity from the coin. Hence, the uncer-
tainty about another coin spent by the same person can be very small. Furthermore,
Theorem 5.1 is tight in a sense to be discussed in Section 6.

The theorem is proven by combining two lemmas. The first lemma gives a lower
bound on H(C;), and the second gives an upper bound on H (P}). The proofs use the
same four rules as in the previous section. For convenience these are repeated here:

HU) 2 0 (1)
HWU,V) = HU|V)+HYV) (2)
HU,V|W) = HU|V,W)+HYV |W) (3)
HU|V,W) < H{U|V) (4)

Lemma 5.2
For every i (0 <i < 27)

H(C:) 2 3 H(Pij | Criiays. . Cri)) — 2ne
=

Proof
The proof is very similar to that of Theorem 4.2.
Claim: For1 < j < n:

H(CilCri1s- -+ Crtii)) 2 H(Ci|Crigys- -, Criirny) + H(Pig| Ciinys - - -» Criini)) — 26
From this claim it follows by simple induction that

H(C:) 2 H(Ci|Cimp Coiimet)s- - - Crany) +

n-1

2 H(Pij | Crgyy- -2 Crg) ~ 2n — 1)e
j=1
2 H(Pin|Csin) Crimt)s -+, Criyy) +
n—1
2. H(Pii | Criips- -1 Criiny) — (20— 1)e
=1
2 H(Pin|Cpinys Ctlim-1)s-- -, Criiy) +
n-1
Z H(P.',j l Cf(,-’j), ceey Cf(,',l)) -_ 2'n6
J=1
because
H(P"m I Ci, Cf(i,n)) <e
implies that

H(Ci| Crimyr- -+ Criny) = H(Pin | Crimys -1 Criigy) — €

Copyright (c) 1998, Springer-Verlag




401

The proof of this is very similar to that of Lemma 4.1, Now we just have to prove the
claim. Let i and j be given, and let

Aj:= (Cf(;,x), cen aCf(i.i))'
Then

H(Ci| Cygnys- -+ Crii) H(C:| Aj)
H(P:;,Ci| Aj) — H(Pix | Ci, 4j) by (3)
H(P:;,Ci| Aj) —¢

H(Ci| Pijy Aj) + H(P.j | Aj) —e by (4)

([RAVAR

By Lemma 4.1
H(P; | Crigr Aj) S €
implies that
H(C;| P.j, Aj) = H(Ci| Cygijay Ai) — €
Thus

H(C) = H(Ci|CrujpyAi) + H(Pij) | Aj — 2

= H(Ci|Cgayp-->Crgen) + HPij | Criays -2 Crtiui) = 2€

This completes the proof. »

In order to give an upper bound on H (P;’ } it is necessary to introduce some more
notation. Consider the sub-tree T} ; of height n — j + 1. This tree has two sub-trees
Tyj+1 and Ty,j)g41 of height n —j. We define By; to be the set of leaves in the
subtree, which does not contain Cj. Hence for 0 < k<2and1 <j<nis Bg;
defined as the set of leaves in the subtree Ty(x,j),j+1. For example, forn=3:

B2,1 = {C‘h CS) 067 C'T}

B3,2 = {CO) Cl}

BG,2 {04105}

Biys = {Cs}

By,; has the property that each element in B, is a leaf in Tk j41, and the set of all
leavesin Tk 41 for 1 <j<n-—1 is

Ayj = By U Bk U ..U By;.

Furthermore, T} ; is the smallest subtree containing C; and C for every element C €
By ;. Thus

H(Pk,j IC, Ck) < e

Lemma 5.3
For0 <k < 2™

E H(Pk,j) < H(C}; | P&) + ZH(P/;,,' I Ck,Bk,l,Bk.g, - ,Bk.j_1) + ne

Jj=2 i=2
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Proof
Let k be given. Since Ay ;_, is the set of leaves in T4,; for 2 < j < n, the independence
property implies that

H(Py;) = H(Pi; | Pej-1, Ar;o1)

(this is the only time the independence property is used). Now

2 H(Pj) = YTH(Puj|Pejoy, Agjor)
j=2 =2

= Z[H(Ck,Pk,,-IPk,j_l,A;,,j_l)—H(CkIPkJ,P,,J_,,Ak,,-_l)] by (3)

j=2

= D [H(Pej | Ch, Pijot, Arjor) + H(Ck | Pajy, Aijor)) -

Jj=2

D H(Cy| Pej, Prjo1, Arjoi) by (3)
=2
= Y H(P;|Ck, P, Akj-1) + H(Cr | Prp, Axa) +
s
n-1
2_[H(Ck| Puj, Av;) = H(Ck | Poj, Poj1, Arjo)] —
i=2
H(Ck I Pk,m Pk,n—-l, Ak,n—l)
D H(Pij| CyArjor) + H(Cy | Peyyy Axp) +

i=2

IN

n-1

D_H(Ck| Pej, Asj) — H(C | Prjy Prj_1, Agj-1)] -

i=2

H(Ck l Pk,na Pk,n—l ) Ak,n—l) by (4)

n

> H(PB; | Ck, Akj-1) + H(Ci | Peq, Bry) +

i=2

IA

n-1

2 [H(C | Pej, Axz) — H(Cy | Py, Prjor, Agj-1)] by (1)
i=2

2 H(Puj|Cx, A1) + H(Cy | P}) +

i=2

n-1

2 H(Ch| P, Aij) — H(Cy | Pijy Pojos, Akj1)] by (4)

i=2

IA

Due to the facts that the elements in By,; are leaves in T} ;, and By ;_; is the set of
leaves in T'y(k ;_1);, and Py j_; = Py(k,j-1),5-1, (*) implies that for every C € Bg,; and
DeB;,
H(Pri-1|C,D) <Le.
Hence,
H(Pe;-1 | By, Byj1) < €

for 2 < j < n—1. Using (4), we get
H(Pejo1| Brjy Akt Pejoi) < €,
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and Lemma 4.1 implies

H(Cy | Py, Ax,) H(Cy | By,jy Akj-1, Pr ;)

< H(Ck| Prjy Prj-1, Ak j-1) + €

Hence
n

EH(P’FJ) < H(C‘klpol)‘l'zn:H(Pk,j | Ck, Akj-1)) + ne.

J=2 =2
We are now ready to present a proof of Theorem 5.1:

Proof
By using Lemma 5.2 for all even indices we get

2n-1 2n-1.1 gn-1_1
2 H(CY S H(Cw)+ Y. H(Cap)
=0 =0 i=0
=11 n
Z Z H(Paij | Crin)s-+»Crpaig)) — 2% 12ne +
i=0 j=1
2n—1_1
Y. H(Can)
1=0
211
= Z E H(P2i; | Ciainys -+ Craing)) — 2"~12ne +
1=0 j=2
an=1_3 an—1_1

> H(Pua|Crain)+ 2 H(Cair)

1=0 =0

v

Since f(2i,1) is always odd, and since f(-,1) is a permutation

an—-1_1 gn-1_1
Y. H(Cyun)= Y, H(Ciaiy)
=0 =0

Using (2) twice this implies

2n-1 2n-1.1 n

E H(C.) 2 Z z H(Pg.',j I Cf(zi,l): ey Cf(g,"j)) - 2"—12726 +

1=0 1=0 j=2
2n-1

Y H(Pys,Crain)

1=0
2n—-1.1 n

= Z Z H(Psi; | Cria)s -1 Craig)) — 2" 12n¢ +

=0 =2
-1 211

Y. H(Cigin | Pug)+ Y H(Pyg) (%)

=0 1=0
Now consider the sum

-1y

> H(Paij| Crainy---rCrai))

i=0
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for afixed j (2<j <n). Let k= f(24,7). Then
Py ;=P
and hence
C(2is) € Bra,
for 1 s <j—1,but Cyis not in By ;. By (4) this implies
H(Pyi; | Craiays- -+ Craig)) = H(Pej|Crainyy--sCriis)

H(Pij | Bia,. .., Brj-1,Cris)
H(Pk,j l Big,..., By j1, Ck)

v

Since f(2¢,7) is odd and f(.,;) is a permutation we obtain that (writing k = (21, 7)
as 2l +1)

=il n Y Riiad JS S
) EH(Pzi,jlcf(zi,x),u-,C'j(zi.j))2 > > H(Puyr;lBausin, - Bayrj-1, Cais1)
=0 j=2 =0 j=2

and by Lemma 5.3

-l on

2= 2 H(Puj|Craiay- .., Crai))

=0 j=2
=il n

> [D°H(Puy1s) ~ H(Cagr | PY) = né]
=0 j=2
=11 n

= 2 RDoHPusns) = HCun | B)] = 2% 'ne  (x%%)

=0 j=2

v

Combining (#*) and (* * *) results in

2n-1 "1 n

Z H(C,) ?_ Z Z H(Pg.'.j [ Cf(gi,l), ey Cf(g."j)) - 2"-121’&6 +
1=0 =0 ;=2
an-1.1 an-1_1
> H(Ciein | Pig)+ Y. H(Puy) by (»+)
=0 =0
1.1 g
_>_ Z [Z H(Pg”.l,j) - H(Cz“.l l Pol)] - 2"‘1116 -— 2"—12716 +
=0 j=2
2rn—-1_1 n-1_1
2 H(Crain| Pua)+ 3 H(Pup) by (+#%)
=0 =0
=11 n
= 2 [ H(Puu)— H(Cupa | PY)) = 2% '3ne +
=0 ;=2
2n-iag it |
> HCan |+ Y H(PY
=0 =0
=11 p an-1_1
= ) L H(Puns)+ Y, H(P})-2""'3ne
=0 j=2 =0
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n 29-1_} .
=" 3 > 2™ H(P)+2"'H(P}) - 2" '3ne
i=2 i=0
n 2i—-11 . .
= > > 2™H(P!)-2"'3nc
J=1 =0

At *) we use the fact that for every j =1,2,...,n

2n—-1_1 27-1_1

> H(Puwg)= Y, 2"7H(P)).

I1=0 1=0

This completes the proof. =

6 Applications to Secret Sharing

Theorem 4.2 and 5.1 give lower bounds on the size of transferred electronic money.
In this section these theorems will be discussed from a different point of view.
Consider the tree in figure 2. If py,ps,...,p, are considered as k-bits secrets and
€1,C2...,Cn41 a8 shares of these secrets, then this tree depicts a situation, where a
person (dealer) has n secrets and wants to distribute them among n + 1 persons in
an information theoretic secure way, such that for every i = 1,2,...,n, it is possible
to find p; from ¢; and c¢;, where i < j < n + 1. Theorem 4.2 says that the share cpi
must be at least nk bits. It is not hard to generalize the theorem to show that each ¢;
must be at least ¢k bits long for 1 < ¢ < n. These lower bounds on the sizes of shares

are also optimal as they can be achieved by choosing ry,...,r, € {0,1}* at random
and letting
a = nén
G = (Miye.o,Tict, 7 O pi) fort1=2,...,n
Cni1 = (1'1, Lir TR )rn)

The result in Section 5 can also be described in terms of secret sharing schemes
— although this time the schemes are somewhat unusual. Again we consider the
identities of the payers to be secrets and the coins to be shares of the secrets. Hence,
there are 2" — 1 secrets and 2" persons, who get shares cp,...,cn;. The access
structure is defined by the tree described in Section 5.

It is required that the share, ¢; may only contain Shannon information about the
secrets on the path from the root to itself. Hence, c; may for instance contain all
Shannon information about p§, p? and p?, but it may not contain information about
other secrets. If each p} is a uniformly chosen k-bits secret Theorem 5.1 says that

2n-1

> H(Ci) 2 n2™ 'k — 2" 'n3e.
i=0

Again, this result is optimal, as it is possible to give values to each ¢; such that e =0

and
2m_1

3 H(C:) = n2"'k.

i=0

Copyright (c) 1998, Springer-Verlag



406

Assume that & is even. Let |x| denote the first % bits of z € {0,1}*, and let [z]
denote the last % bits of z. For the case n = 8, the lower bound can now be achieved
as follows:

co = (lrol, lp3), p3))
€1 = ([P(%J,Lpgl,fpg])
2 = (lpo), [p3l, A3))

er = ([pgl, [Pi1, [P3])

Here each share consists of %’i bits as required.

The secrets p! can also be shared in an information theoretic secure way. This can
be done by letting each share c; consist of 3k bits. This shows that the lower bound
from Section 4 can not be improved using the tree from Section 5.

7 Conclusion

This paper has demonstrated that it is not possible to construct off-line electronic
payment systems without allowing extra bits for transferred money. On one hand
this limits the practical use of electronic money, and on the other it shows that the
general method described in Section 3 is close to optimal, because the transferred
money in this scheme only increases by the number of bits needed to identify double-
spenders with high probability. However, the known payment systems require more
bits for this purpose than the actual number of bits needed to uniquely describe a
payer. It would therefore be interesting to construct an off-line payment for which
fewer bits are needed to compute the identity of double-spenders.

It was mentioned that the method suggested in [vA90] has the problem of forward
traceability, and it was further argued in Section 4 that a person with unlimited
computing power can probably always trace his money forwards. This leaves open
the following problems:

e Prove that an unlimited powerful payer can always trace his transferred money;

o Construct a payment system in which forward traceability, although possible, is
not {easible (under some assumption).
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