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Abstract

A crucial aspect of Peer-to-Peer (P2P) systems is that of providing incentives for
users to contribute their resources to the system. Without such incentives, empirical
data show that a majority of the participants act as free riders. As a result, a sub-
stantial amount of resource goes untapped, and, frequently, P2P systems devolve
into client/server systems with attendant issues of performance under high load.
We propose to address the free rider problem by introducing the notion of a P2P
contract. In it, peers are made aware of the benefits they receive from the system
as a function of their contributions. In this paper, we first describe a utility-based
framework to determine the components of the contract and formulate the associ-
ated resource allocation problem. We consider the resource allocation problem for
a flash crowd scenario and show how the contract mechanism implemented using
a centralized server can be used to quickly create pseudoservers that can serve out
the requests. We then study a decentralized implementation of the P2P contract
scheme in which each node implements the contract based on local demand. We
show that in such a system, other than contributing storage and bandwidth to
serve out requests, it is also important that peer nodes function as application-level
routers to connect pools of available pseudoservers. We study the performance of
the distributed implementation with respect to the various parameters including
the terms of the contract and the triggers to create pseudoservers and routers.
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1 Introduction

Peer-to-Peer (P2P) is the current incarnation of distributed computing [1], [2].
What sets it apart from previous forms of distributed computing is its sheer
scale - literally millions of nodes across the world working together for some
common purpose. But the benefits of scale come with high costs. The nodes
are extremely heterogeneous, running on different operating systems, which
themselves, run on top of different hardware with different kinds of CPUs,
disks, and network connectivity. The nodes are also not very reliable; they go
on and off several times a day. They cannot even be trusted on to perform
computations correctly. The nodes may been compromised by malicious hacker
intent on disrupting the system.

The importance of such projects as SETI@Home[3], Napster [4], Gnutella [5],
and now KaZaA[41] is demonstrating that the benefits of scale exceed the
costs that go with them. By cleverly focusing on applications that attract
participation and designing for the behavior of peers, these projects showed
that P2P can be harnessed successfully. Their successes have inspired number
of similar projects, including FreeNet[6] and FreeHave [7]. The challenge that
lies ahead is demonstrating that P2P works outside of niche applications.

A number of efforts are underway to meet this challenge. They fall under one
of two broad categories. One places more emphasis on providing a generalized
computation utility. These include Globus [8], grid computing [9] [10], and
Condor [11]. The other places more emphasis on providing a generalized stor-
age utility [12]. These include FarSite [13], OceanStore [14] [15], PAST [16] [17]
[18] and many others [19] [20] [21] [22] [23]. However, these next-generation,
industrial-strength P2P systems are hard to build. It takes a lot of effort to
write robust code that handles failures gracefully. It takes even more effort to
write code that handles an adverse environment comprising potentially mil-
lions of nodes where failure is the norm. There is a lot of effort wasted simply
by reinventing code every time a new P2P application is developed.

While current proposals for a P2P middleware provide many services useful
to application programmers, they do not capture a crucial aspect of P2P
systems: that of providing incentives for users to contribute their resources to
the system. Without such incentives, empirical data show a majority of the
participants act as free riders who do not contribute any resource. As a result,
a substantial amount of resource goes untapped, and, frequently, P2P systems
devolve into client/server system with attendant issues of performance under
high load. We propose to address the free rider problem by introducing the
notion of a P2P contract. In it, peers are made aware of the benefits they
receive from the system as a function of their contributions. Such a system

(Keith Kong).
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Fig. 1. The basic model of a P2P system.

rewards users who contribute resources. At the same time, it allows free riders
so long as they do not unduly impact the quality of service for others.

In this paper, we first qualitatively illustrate the impact of free riders on a P2P
system. We then review various incentive schemes that have been proposed
in the literature and then outline the basic aspect of P2P contracts. We then
present a formal utility-based framework to determine the terms of the P2P
contract. We then address the implementation issues and study a centralized
and a distributed architecture to the implement the system and compare their
performance in the context of a flash crowd scenario.

2 Impact of Free Riders on P2P Systems

Without explicit incentives, users are lax to contribute any resource to a P2P
system. The study on Gnutella reported in [24] provides compelling evidence
for this. Through analysis of log files, the study concluded that 70% of Gnutella
participants are free riders that consume resources without contributing any
in return. As a result, all participants suffer from a greatly diminished quality
of service. This section introduces a framework by which one can quantify the
impact of this problem.

To illustrate the impact of free riders we consider a very simplified P2P system
with some initial capacity C. A peer can add to this capacity by contributing
resources to the system. The peer can also consume some allocation of capacity
by obtaining service from it. By doing so, the peer derives some amount of
utility US. Figure 1 illustrates this basic model. To further clarify the issues
that motivate this framework, consider an example of a P2P system with
an initial capacity of 16 resource units (RU). The utility of consuming some
amount of system capacity is specified by the graph in Figure 2a. Note that no
utility is obtained by consuming less than 1 RU. Likewise, no additional utility
is obtained by consuming more than 4 RU of capacity. The shape of this curve
reflects the well-known economic principle of diminishing marginal utility in
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Fig. 2. Quantifying the impact of free riders.

consuming quantities of a good. Beyond a certain point, people simply derive
less utility in consuming additional quantities of a good. In this case, the good
is the service provided by a P2P system.

As peers obtain service, excess system capacity is consumed and the welfare of
the system increases. These points are illustrated in Figure 2b. At four peers,
the excess capacity has decreased to zero. Beyond this point, service degrades
for existing peers as new ones obtain service from the system. Note that the
welfare continues to increase; the additional utility derived by each newcomer
more than offsets the service degradation caused by it. However, this no longer
holds true beyond eight peers. The welfare decreases until it reaches zero at
16 peers, at which point the system no longer provides utility to any of its
participants.

While free riders contribute to the welfare of a P2P system, at some point,
they do more harm than good. This is a direct result of the utility function of
the peers. In particular, each peer derives no utility by consuming less than
some fixed amount of system capacity (in the example, 1 RU). By continuing
to admit free riders, the system eventually reduces the utility it supplies to its
participants to zero.

In traditional systems, this problem is addressed by admission control [25].
This mechanism works by preventing users from being admitted to the sys-
tem when a complete collapse of the system becomes imminent. In doing so,
admission control retains the utilities of users who have already been admit-
ted. However, P2P systems offer the possibility that system capacity can be
expanded as demand for it rises. With the right mechanisms in place, a P2P
system is able to eliminate the negative impact of free riding while retaining
the utilities free riders derive from using the system. This results in an in-
creasing welfare curve, as shown in Figure 2c. The following sections discuss
such mechanisms.
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3 P2P Contract

A free rider should be admitted to the system so long as the benefit she derives
from the service exceeds the cost her use imposes on other users. Calculating
these quantities requires knowledge of utility functions for individual users
as a function of the quality of service. These quantities, in turn, depend on
how resources are allocated toward service provisioning. A model of these re-
lationships would thus enable a system to determine when to apply admission
control.

More importantly, a model of the relationship among resources and their al-
location, quality of service, and utilities would enable the formulation of the
P2P contract. This contract codifies the terms of an exchange between the re-
questing peer and the system. Specifically, the peer contributes some amount
of resources, R, to the system. In return, the system provides some level of
service, S, to the requester. Because S is a function of R, arriving at the terms
of the contract reduces to the computation of R that satisfies both of the fol-
lowing constraints: 1) The welfare of the system increases and 2) the welfare
of the peer increases. In general, multiple R’s satisfy these constraints. We
call this set of resource contributions the critical resource set (CRS). If the
CRS is empty, then the user will not participate in the system. If the CRS has
more than one element, then a further constraint needs to be considered to
construct the P2P contract. One such constraint, for example, is maximization
of the peer’s welfare.

3.1 Other Schemes

There is significant interest various incentive schemes for P2P systems [37]
[38] [39]. There are currently two basic approaches for addressing the free
rider problem. The first relies on altruism. The second uses some form of
micropayment to provide economic incentive for resource contribution. The
first approach relies on people’s altruism for resource contributions. Users
donate resources at their discretion, with no negative consequences for not
doing so. Systems that take this approach hope that voluntary contributions
are sufficient to provide good service to its participants. Napster [4], Gnutella
[5] and FreeNet [6], among others [26] [27], showed that such systems do work
in practice. Unfortunately, they operate suboptimally from the standpoint of
maximizing the welfare of its participants. Service provisioning is done without
regard to the utilities of users. Thus, free riders who may not derive much
utility from the service are not discouraged from consuming resources, at the
expense of the quality of service to users who value the service highly. Given
that empirical evidence shows that as much as 70% of the peer are free riders
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[24] [28], this is a pressing issue [29].

The second approach uses micropayments to provide economic incentives for
resource contributions. Systems that use this approach belong to one of two
categories depending on the type of currency used. A systems of the first type,
such as Mojo Nation [30], uses an internal currency that cannot be redeemed
for goods provided outside of the system. Participants of such a system earn
money every time they contribute resources to the system. They spend money
every time they consume resources from the system by obtaining service from
it. Because users cannot obtain service without having contributed resources,
free riders do not exist. A system based on an external currency, such as
Popular Power [31], differs in that the currency can be redeemed for goods
outside of the system. Thus, participants in such a system have incentive to
provide resources even if they have no need to obtain services. Free riders do
not exist in such systems either.

Golle [32] [33] used game theory to analyze the equilibrium behavior of the
systems described above. For systems that rely on altruism, the steady-state
behavior is highly asymmetric. Participants obtain service from the system
using the resources of altruistic users. For systems that rely on internal cur-
rency, users contribute resources only if they need to obtain services from the
system. For systems that rely on external currency, a much larger base of users
contribute resources.

4 A Formal Utility-Based Framework

To compute the CRS, we consider a P2P system that offers a service S =
[s1, s2, . . . , sM ] where si ≥ 0, i = 1...M are the attributes of the service.
For example, the P2P system offers keyword searches of files that can be
characterized by two attributes - search time and the accuracy of the search.
We assume that there are K peers currently receiving service and consider the
event when a new peer (peer K + 1) makes a request for service.

Let Rp2p = [R1, R2, . . . , RN ] denote the total resource currently available in the
P2P system where Ri > 0 are the individual resource components. For exam-
ple, R1 could be the available storage capacity and R2 could be the available
bandwidth. These resources are an aggregate of resource contributions of users
currently accessing service from the P2P system. We denote ∆Ri to be the
resource contributions from user i. Thus, Rp2p =

∑K
k=1∆Rk . Furthermore, let

RK+1 denote the total resources of the new peer.

A service consumes resource r = [r1, r2, . . . , rN ], where for ri ≥ 0 for i =
1 . . . N . For each request for service, one can associate an M × N allocation
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matrix, Ar with each r such that

Ar =




a1

...

aM




=




a11 a12 . . . a1N

a21 a22 . . . a2N

...
...

...
...

aM1 aM2 . . . aMN




(1)

where aij ≥ 0 for i = 1 . . .M, j = 1 . . . N ,
∑M

j=1 aij ≤ ri, and
∑K

k=1

∑M
j=1ai,j ≤

Ri, i = 1 . . .N . The consumption by some service of a resource allocation can
then be succinctly represented by

S = S(Ar) =




s1(a1)

s2(a2)
...

sM(aM)




(2)

The benefit of obtaining some service is represented by a utility function of
that service. Again, a service is characterized by its attributes. Hence, the
utility derived by the peer k of using service is S is Uk

S = Uk
S(s1, s2, . . . , sM).

We define the utility of consuming r in the context of some service S to be
the allocation of r that maximizes the utility. In other words,

Uk
S(r) = max

Ar

{Uk(S(Ar))} (3)

We let U i
o(R

i) denote the utility that peer i derives from all other services
that it currently receives. The CRS for user K + 1 is obtained by solving the
following optimization problem: find all possible choices of ∆RK+1 , such that
both the following two constraints are satisfied:

(1) Peer Constraint: UK+1
o (RK+1 − ∆RK+1) + UK+1

S (r) ≥ UK+1
o (RK+1)

(2) System Constraint:
∑K+1

k=1 Uk
S(r) is non-decreasing

If CRS is empty, deny the request. Otherwise, use additional constraints to
determine the appropriate ∆RK+1 for the P2P contract.

Finding the allocation matrix subject to various constraints is crucial to the
decision-making processes for both the system and the peer. However, finding
U i

S(r) and its associated Ar is nontrivial. Nevertheless, under the following
simplifications, dynamic programming can be used to find the solution:
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(1) There is only one ”compute resource” to be exchanged and allocated as
opposed to multiple kinds such as CPU, storage, and network bandwidth,
i.e., r = r.

(2) The utility function is restricted in its form to a sum of the utilities of
the service attributes, i.e., U i

S =
∑M

j=1 U i
j(sj) and ,

(3) The utility functions are the same for all users, i.e., U i
S = US for all i.

With these simplifications, Equation (3) reduces to

U i
S(r) = max

ar

{
M∑

j=1

Ωi
j(aj)} (4)

where Ωi
j = U i

j × sj subject to the constraint
∑M

i=1 ai ≤ r. This is precisely
the form amenable to dynamic programming, which has been found to be
computationally tractable in many applications [34].

5 Key Issues

There are three main issues in a system that employs P2P contracts: 1) ac-
curately quantifying the utility function of peers for the services derived from
the P2P systems and the dis-utility of contributing resources, 2) enforcement
of contracts, and 3) determining where (and/or who) should determine the
contract when a new peer joins the P2P system. Determining the utility func-
tion of a peer is a very difficult problem even for a simple P2P system such
as file sharing. For example, one peer may benefit more from a specific file
than another. In this paper, we do not address this problem in its general-
ity. Rather, we consider a special case in which the utility function can be
fairly accurately quantified. In particular, we consider a flash-crowd scenario
in which there is a large demand for a single file. In such a scenario, utility
of a peer participating in the flash-crowd can be approximated by a simple
binary function: if the peer gets the file, it results in a utility of 1; if the peer
does not get the file, it results in a utility of 0. Furthermore, we assume that
the peer does not attribute any dis-utility to the resources that it contributes
to the P2P system; i.e., it is willing to contribute the required resources to
obtain a copy of the file.

The second important aspect is the issues of contract enforcement. While we
do not address this issue in this paper, we make the following two comments
in passing. First, there is a body of work dealing trusted third party server
to negotiate and enforce electronic transactions. Some of the key ideas devel-
oped in those studies can be applied to enforce P2P contracts. Second, the
resource allocation problem can take into account that there will be some
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contract breaches. The impact of these breaches on the quality of service can
be mitigated by setting the P2P contract in such as way that there is some
amount excess resource in the system. While this does not eliminate the need
to enforce contracts, it minimize the immediate impact of contract breaches
on the quality of service.

In this paper, we address the issue of determining who should create the
contracts, what should be the terms of the contract, which peers should be
given contracts (and which peers could get a free ride), what are the triggers
to initiate contracts, and how contracts should be communicated and agreed
upon. The next two subsections discusses these issues for a centralized and a
distributed implementation of a P2P file sharing system.

5.1 Centralized Architecture

A centralized implementation of a system based on P2P contracts is the pseu-
doserving system described in [35], [36] and shown in Figure 3. It consists of
two components: a superserver and a set of peers. Under ”low-demand” con-
ditions, the superserver functions as a traditional Web server and the peers
function as traditional Web clients. Under ”high-demand” conditions, the su-
perserver draws a contract. In it, access is granted only to peers that agree to
serve files they retrieve to N other peers within T seconds 1 . The access itself
comes as a referral to where the requested file may be obtained. Peers who
agree to serve the file become pseudoservers [35], [36].

Two aspects of the contract are worth clarifying. First, a peer begins to fulfill
the T aspect of the contract after it has received the file. Second, a peer is
released from its obligation should it have held onto the file for T seconds but

1 Peer that do not agree to the contract are not admitted; admission control is thus
implied.
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less than N other peers were directed to it. In a typical transaction, a peer
first uses the referral to obtain the file. It then serves the file to other peers up
to N times. For periods where there is an increase in demand for the file, the
peer typically serves other peer N times, where N ≥ 1. But for periods where
there is a decrease in demand, the peer may not be asked to provide service
at all.

In the centralized architecture, since the superserver receives all request, it
has global knowledge of the demand. If the demand is greater than some pre-
specified threshold Sthresh, it starts handing out contracts to new requesters. If
the demand is less than Sthresh

2 , the superserver does not set any contract and
can either itself serve out the request or refer to a pseudoserver if one exists. It
is also assumed that the superserver has global information about the network
so that it can ”optimally” refer a requester to its nearest pseudoserver.

5.2 Decentralized Architecture

As opposed to the centralized scheme discussed above, the decentralized imple-
mentation has no central controller. It relies instead, on the ad hoc creation of
routers and pseudoservers. Note that this implementation must be initialized
with a set of pseudoservers that initially have the file. Because only pseu-
doservers have the target file, active peers must find pseudoservers to get a
copy of the file. They do so by flooding queries to their neighbors since there is
no central entity that knows the location of the current set of pseudoservers. If
one of the neighbors is a router, the query is forwarded to the router’s neigh-
bors. When a pseudoserver receives a query, the pseudoserver contacts the
querying peer directly and offers one of three choices: 1) offer the file to the
active peer for free, 2) offer a routing contract to the active peer specifying
that the peer will receive the file in exchange for an agreement to route Q
queries for Gr generations 3 , whichever comes first, or 3) offer a pseudoserving
contract to the active peer specifying that the peer will receive the file in ex-
change for an agreement to serve S peers for Gp generations, whichever occurs
first.

The pseudoserver decides which of the three actions to take based on the
observed demand which is the number of active peers that request the file
in the current generation. It maintains two thresholds, Pthresh and Rthresh. If
the demand is greater than Pthresh, the pseudoserver offers a pseudoserving
contract which makes the requester a pseudoservers. If the demand is less
than Rthresh, there is not much demand and pseudoserver gives the file away

2 In general, the two thresholds may be different to induce some hystersis in the
system.
3 As explained later, our system evolves in discrete time-steps we call generations.
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for free. When the demand is between Pthresh and Rthresh, there is a medium
level of demand and pseudoserver offers a contract to make the requester into
a router. This allows for other peers to locate pseudoservers.

If an active peer does not receive any response for a request, the request is
considered to have failed. On the other hand, the peer may recieve one or more
responses. In that case, the peer acts in a purely selfish mode and accepts the
least constraining response, i.e., accept the offer that requires the least amount
of resource contributions. Note that the router contract (Q, Gr) requires less
resources than the pseudoserving contract (S, Gp).

5.3 Central-index Without Contracts

In addition to centralized and decentralized implementations, we also simu-
lated a traditional client-server systems, in which only one peer (the server)
has the target file and no contracts are made. This scheme is also referred
to as the central-index without contracts. In this implementation, all active
peers know the location of the server and they contact it directly to receive
the file. Additionally, the server can only serve a predefined number of files
per generation which is the server capacity.

6 Simulation Model

The simulator developed for this study was able to simulate both the central-
ized and the decentralized implementations. It was inspired in part by John
Conway’s Game of Life [40], in which a board is divided into a number of equal
sized cells, where each cell represents a potential peer. Simulations have been
carried out for the case in which there is a single target file which is requested
by a large number of peers. It is straightforward to extend the simulation to
multiple files. However, in this paper, we consider a flash-crowd scenario on a
single file.

During the simulation, the behavior of the peer follows a specific pattern which
is represented in a state diagram shown in Figure 4. All the peers start in the
non-participatory state. The meaning of each state in the state diagram is
described below:

• Non-participatory: the node does not want to obtain the target file;
• Inactive: the node wants the target file, but is not actively sending queries

to search for it;
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Fig. 4. Peer state diagram. The dashed boxes surrounding states represent a similar-
ity among states and are shown merely to aid in discussion. Goal states = {fulfilled,
router, pseudoserver} because all three of these states represent having the target
file; participating states = {inactive, active, goal states} because all of these states
represent participation in the simulation.

• Active: the node wants the target file and is actively sending queries to
search for it;

• Router: in this mode the node receiving a query will forward the query
to all its neighbors (note that this state exists exits only in decentralized
implementation);

• Pseudoserver: in this state a node receiving a query will serves the target file
to the requesting peer and in exchange may offer a contract which maybe
a pseudoserving contract in the case of the centralized implementation or a
pseudoserving contract or a router contract in the case of the decentralized
implementation; and

• Fulfilled: in this state the node has received the target file and has fulfilled
the terms of its contract; once in this state, the node does not play an active
role for the remainder of the simulation.

To facilitate the following discussion, a peer in the inactive state will be re-
ferred to simply as inactive. This applies for peers in active, router, pseu-
doserver, and fulfilled states as well.
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6.1 Initialization

Before starting a simulation, the board is first initialized. This involves choos-
ing two sets of random peers. The first set are the participants of the system.
They are distinguished from non-participants by their initial state assignment.
In particular, participants start with the “inactive” state, and non-participants
start with the “non-participatory” state. The second set are participants in
the system that have the file and play the role of either the pseudoserver or
the superserver. As such, they are necessarily a subset of the first set. They
are distinguished from other members of the first set by having an initial state
assignment of ”pseudoserver” instead of ”inactive.”

Initialization also involves defining each peer’s neighborhood. Currently, we
have created two methods of modeling neighborhoods. The first method de-
fines a peer’s neighbors as consisting of the cells in every direction including
diagonals (a ”Moore” neighborhood). This implies that 1) peers at the corners
of the board have three neighbors, 2) peers on the edges of the board have
five neighbors, and 3) peers in the center of the board have eight neighbors.
The second method defines a peer’s neighbors randomly, giving it a random
number of neighbors in random positions on the board. The distribution of
the number of neighbors can be changed to more closely model real-world
networks.

6.2 Simulations

Time evolves in discrete time steps called generations. A simulation is a set
of generations. Each generation consists of three distinct phases: 1) creation
of activity, 2) query dispatch and setting contract, and 3) calculation of each
peer’s next state given contracts made in the second phase. The first phase
involves randomly changing inactive peers into active peers and vice versa.
This is represented by the inactive to active transition in the state diagram.
The second phase is characterized by all active peers sending queries to their
neighbors (decentralized implementations) or the superserver (centralized im-
plementations). Once any pseudoserver is contacted by such a query, the active
peer and pseudoserver will undergo the process described in the previous step.
The third phase simply changes the state of all the peers to the new state. A
simulation ends when one of the following two end-conditions is met: 1) there
are no more pseudoservers (for the decentralized implementation), or 2) there
are no more inactive or active peers (for both implementations). The first ends
a simulation because there are no more peers serving the file and the second
because there are no more peers looking for the file.
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6.3 Parameters

The key parameters of the simulator are the simulation mode (central index
without contracts, centralized, or decentralized), the board size, percentage
of peers that are inactive, percentage of peers that are initialized as pseu-
doservers, the neighborhood type, the probability for an inactive peer to be-
come active, the router contract parameters (Q, Gr), the pseudoserver contract
parameters (S, Gp), the thresholds (Pthresh and Rthresh or Sthresh), and the
server capacity. Among these variables, the router contract, the router thresh-
old, the pseudoserver contract, and the pseudoserver threshold have been been
investigated with respect to their impact on the performance of the system.

7 Results and Discussion

To compare the two implementations of P2P contract-based file sharing sys-
tems, simulations were conducted on each and the results are discussed in this
section. The two architectures were compared using the following metrics: 1)
the number of active peers (demand), 2) the number of failed requests, 3) the
average percent failed requests, and 4) the number of peers unfulfilled. Simu-
lation were conducted on a board of size 25x25 with a Moore neighborhood,
and at each generation a cell that has not yet obtained the file had a 66%
probability of making a transition from inactive to active state.

7.1 Central-Index Without Contracts

For this implementation, the important parameter was the server capacity,
which was set to 5. As seen in Figure 5, the demand falls off linearly with slope
equal to the server capacity. The number of failed requests also falls linearly,
but with some variation due to the randomness of when inactive peers become
active. This linear decay occurs because, for every fulfilled peer, there is one
less inactive or active peer, which reduces the population of possible requesters
for the subsequent generations.

7.2 Centralized Implementation

While the only important parameter of the client-server implementation was
the server capacity, the centralized implementation introduces additional pa-
rameters: the pseudoserver contract values (S, Gp) and the threshold value
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Sthresh. In order to compare different pseudoserver contracts, we considered
three different pairs of (S, Gp) values: 1) S = 2, Gp = 2, 2) S = 3, Gp = 5,
and 3) S = 5, Gp = 7. For each of these simulations, we set the superserver
capacity to 4 and Sthresh = 3. The superserver capacity was made one less
than in the client-server mode to account for the routing overhead incurred
by the superserver.

For S = 2 and Gp = 2 (represented by the darkest lines with the largest value
markers in Figure 6), the results show an almost exponential decrease in de-
mand for the first six generations. The failed requests show similar behaviour.
This can be attributed to the almost exponential increase in pseudoservers
over time. There are, in fact, so many pseudoservers that, by the fifth genera-
tion, there are no more failed requests through the end of the simulation. This
is a significant improvement over the client-server model. This result shows
that even a modest contract can dramatically increase the performance of a
P2P file sharing system.

Interestingly enough, the second simulation with S = 3 and Gp = 5 (repre-
sented by the grey lines with the medium-sized value markers in Figure 6)
showed that an increase in pseudoserver contract parameters did not improve
the performance significantly. The curves for the parameters S = 2 and Gp = 2
are merely shifted left by one generation implying that the demand is only ful-
filled one generation sooner. The third simulation (represented by the lightest

15
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Fig. 6. Simulation results of a centralized implementation with different pseu-
doserver contract values.

lines with the smallest value markers in Figure 6) further illustrates that for
the centralized implementation, increasing the pseudoserver contract values
only results in only marginal improvement.

An area that we are currently exploring is the use of dynamic contracts, where
the values S and Gp are changed dynamically depending on the demand ex-
perienced by the superserver.

7.3 Decentralized Implementation

In the centralized implementation, the superserver has global knowledge of all
existing pseudoserver, the status of their contracts and their locations, and
the global demand at any given time. As a result, its performance serves as
a reference (an upper bound) for the performance of the decentralized imple-
mentation. For the decentralized implementation, the important parameters
include the router contract values (Q, Gr), the pseudoserver contract values
(Q, Gp), and the two thresholds Rthresh and Pthresh. For the same reasons as
in the centralized implementation, the server capacity was set to 4 for all
simulations.

The first set of experiments were performed to test the validity of the following
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Fig. 7. Simulation results of a decentralized implementation with different pseu-
doserver contract values.

intuition: routers help performance more when pseudoservers have higher Gp

values. This makes sense intuitively because routers need to have pseudoservers
that stick around long enough for them to send queries to. We tested this
hypothesis by varying the pseudoserver contract values over different router
contract values. For each pseudoserver and router contract pair, we recorded
1) the unfulfilled demand left at the end of each simulation and 2) the aver-
age percentage failed requests over the entire simulation. Figure 7 shows the
results with router contract values Q = 3 and Gr = 3. One can see that, as
Gp is increased, both the average percent failed requests and the number of
unfulfilled demand decreased substantially. (The jitter in the graph is due to
the randomization of the model). This trend also occurred for all other router
contract values, which supports the hypothesis. For our particular parame-
ters, maximizing performance for minimal contract constraints results in an
optimal Gp value of 7. As for the value of S in pseudoserver contract, it is in-
teresting to note that when it is greater than 4 there is less unfulfilled demand.
In Figure 7, with S < 5, there is an average of 200 unfulfilled peers at the end
of simulations, whereas with S ≥ 5, there is an average of 75 unfulfilled peers.
Thus, there is an optimal value of S that maximizes performance.

It is interesting to note that similar simulations with router contracts having
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Decentralized - R thresh = 1, Pthresh = 1 vs. Rthresh = 2, Pthresh = 3
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Fig. 8. Results of a decentralized implementation simulation comparing different
thresholds.

Q > 3 and Gr > 3 showed only marginal improvement over the one shown in
Figure 7. This is, in fact, similar to the result of increasing the pseudoserver
contract values in the centralized implementation: increasing the routing con-
tract values only results in marginal gains. For router contracts having Q < 3
and Gr < 3, while there was a similar values for the average percentage of failed
requests, there was a marked increase in the number of unfulfilled demand at
the end of simulations. This makes sense intuitively because router contracts
are fulfilled too quickly to do enough work to fulfill requesters. Therefore, Q,
like S, has an optimal value that maximizes the performance.

The results of the experiment with the Rthresh and Pthresh values are shown in
Figure 8. To compare the impact of different thresholds, we ran a simulation
with S = 2, Gp = Gr = 2, and two pairs of combinations of Rthresh and Pthresh

denoted as 1/1 and 2/3 in the figure. Note that for Rthresh = 1 and Pthresh = 1
which implies that only pseudoservers are created and they are created any
time an active peer contacts a pseudoserver, the demand and failed requests
decrease over time, which is significant improvement over the system with
central-index without contracts. Furthermore, the simulation reaches an end-
condition (as a result of a lack of pseudoservers) before all peers are fulfilled.
There are approximately 20 peers left without the file when the simulation
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ends, which is undesirable but still acceptable. When Rthresh and Pthresh were
increased to 2 and 3, respectively, the results were worse. In particular, the
end-condition is reached by the seventh generation and the decay of the de-
mand and failed requests is slowers as more peers (approximately 310) are left
unfulfilled.

These results show that as Rthresh and Pthresh decreases, performance increases.
However, this occurs at the price of efficiency (the third and sixth series in
Figure 8) which is defined as the ratio of the estimate of the appropriate number
of pseudoservers given current demand to the current number of pseudoservers.
An estimate of the appropriate number of pseudoservers for the given demand
is calculated by dividing the demand in a given generation by the average
number of neighbors in the system which is 8 for the Moore neighborhood
considered in this paper. Intuitively, this says that the appropriate number
of pseudoservers for a given generation is equal to the minimum number of
pseudoservers such that every demander has a pseudoserver next to it. Note
that the optimal value of efficiency is zero.

Now, returning to the threshold experiment, it was observed that with low
threshold values, routers and pseudoservers are generated very aggressively
which causes too many pseudoservers to be created. This, in turn, results in
higher inefficiency. Figure 8 shows that, with low thresholds, during the middle
of the simulation there are too many pseudoservers while the during the end
of the simulation there are too few.

In summary, the simulation results point to three major observations for de-
centralized implementation: 1) increasing the routing contract values only re-
sults in marginal gains, 2) router and pseudoserver contract parameters (Q,
Gr, S, and Gp) have optimal values that maximizes performance, and 3) low
thresholds values improve performance, but at the cost of higher inefficiency.

8 Conclusions

To address the free rider problem in P2P networks we propose P2P contracts
which combines an incentive based scheme with an admission policy. In this
paper, we presented an utility-based framework to determine the components
of the contract and formulate the associated resource allocation problem. We
consider the resource allocation problem for the flash crowd scenario and show
how the contract mechanism implemented using a centralized server can be
used to quickly create pseudoservers that can serve out the requests. We then
study a decentralized implementation of the P2P contract scheme in which
each node implements the contract using local load information. We show
that in such a system, other than contributing storage and bandwidth to
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serve out files, it is also important that peer node function as application level
routers to connect pools of available pseudoservers. We study the impact of
the various parameters of the distributed implementation including the terms
of the contract and the various triggers to create pseudoservers and routers.
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