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Abstract

Current Internet congestion control protocols operate independently on a per-flow basis. Recent work has demon-

strated that cooperative congestion control strategies between flows can improve performance for a variety of appli-

cations, ranging from aggregated TCP transmissions to multiple-sender multicast applications. However, in order for

this cooperation to be effective, one must first identify theflows that are congested at the same set of resources. In

this paper, we present techniques based on loss or delay observations at end-hosts to infer whether or not two flows

experiencing congestion are congested at the same network resources. We validate these techniques via queueing

analysis, simulation, and experimentation within the Internet.

1 Introduction

The recent success of the Internet arguably stems from the philosophy that complexity should be relegated to the

endpoints of the network. In the Internet, data is transmitted using only best-effort service, with reliability and con-

gestion control being implemented only within the Internet’s end-systems. Current approaches to congestion control,

such as those incorporated into TCP and those proposed for multicast congestion control, have a sender regulate its

transmission rateindependentlyfrom other senders, based on feedback (typically loss indications) received from its

receiver(s).

Recent work has demonstrated thatcooperativecongestion control strategies among different sessions oramong

different senders in a single session (in the case of multicast) can improve performance for a variety of applications,

ranging from aggregated TCP transmissions to multiple-sender multicast applications:� The benefits of performing congestion control overflow aggregatesare explored in [1, 2]. Here, an aggregate consists

of a set of flows that are treated as a single, virtual flow for the purposes of congestion control. For example, in the

presence of contention, a WWW session with multiple on-going (TCP and/or continuous media) streams that interfere

with each other over a common bottleneck might choose to optimize session utility by more drastically reducing the

rate of one session in the face of congestion, while only slightly decreasing the rate of another. The server’s aggregate

session rate remains the same as if each session was treated as an isolated TCP session, but the rate of the individual

sessions within the aggregate can vary (from what would be achieved under vanilla TCP) according to server policy.�This material was supported in part by the National Science Foundation under Grant No. ANI-9805185, CDA-9502639, NCR 9523807, by
DARPA under Grant No. N66001-97-C-8513, and by a gift from Sprint. Any opinions, findings, and conclusions or recommendations expressed in
this material are those of the authors and do not necessarilyreflect the views of the National Science Foundation.
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� In many-to-one or many-to-many applications, a receiver within a single “session” may receive data from multiple

senders. When a receiver detects congestion, the specific actions taken by the senders to reduce their transmission

rates should depend upon whether or not the senders share a common resource bottleneck on the path to that receiver.

Distributed gaming [3], teleconferencing, and accessing data in parallel from multiple mirror sites simultaneously [4]

are examples of such applications.

A key technical issue underlying both of these scenarios is the ability to detect whether two “flows” (whether individual

unicast sessions, or different senders within a single multicast session) share a common resource bottleneck.In this

paper, we address the fundamental issue of detecting sharedpoints of congestion among flows.Informally, thepoint of

congestion(or POC for short) for two flows is the same when the same set of resources (e.g., routers) are dropping or

excessively delaying packets from both flows due to backup and/or overflowing of queues.We present two techniques

that operate on an end-to-end basis and use only end-system observations to detect whether or not a pair of flows

experiences a common POC.One technique uses observations of packet losses to identify whether or not packets are

being dropped at the same POC. A second uses observations of end-to-end delays, computed between end-hosts whose

clocks need not be synchronized, to identify whether or not packets are experiencing significant delays at the same

POC. These techniques assume that the flows share a common end-point, i.e., it is either the case that flow sources are

co-located, or that flow receivers are co-located.

The key idea underlying the techniques presented in this paper is the fact that adjacent packets in the same flow

experience some amount of correlation in loss and delay as they necessarily share any POCs. It follows that if two flows

have the same POC, then adjacent packets in the two flows should similarly experience some amount of correlation.

However, values of standard quantitative measures of correlation, such as correlation coefficients, depend on several

factors, such as the rate of the flows, the amount of background (cross) traffic that passes through the flows’ POCs,

and the POCs’ processing capabilities. Hence, the standardmeasures of correlation exhibited both within a flow

and between flows that have the same POC differ under different network conditions. This makes it difficult to use

these values directly to determine whether or not two flows share a common POC. Our novel insight is to construct

a measure of correlation between flows and a measure of correlation within a flow with the following property: the

measure between flows is greater than the measure within a flowif and only if the flows share the same POC. We call

this method of identifying whether or not two flows share a POCa comparison test, and demonstrate how measures

similar to those used within our comparison tests can also beused to estimate the “level” of sharing between two flows

in cases where flows can have multiple POCs, some of which are shared, and some of which are not.

We first use traditional queueing models to prove that, in theory, our comparison tests can identify whether or not a

POC is shared. Next, we use simulation to examine the performance of the comparison tests in more practical settings,

where background traffic in the network consists of TCP and exponential on-off sources. We show that over time, (as

the number of packet samples increases), the comparison tests always correctly identify whether or not the POC is

shared, and that the techniques based on delay converge an order of magnitude faster than those based on loss. Last, we

demonstrate the performance of the tests in practice using actual network traces over simple topology configurations.

To our knowledge, there is no published work that presents techniques for detecting flows that are congested at

the same point. In [5], the authors identify potential benefits of having separate end-systems share locally observed

statistics, such as available bandwidth and loss rate. It isobserved in [6] that a comparison of IP addresses might be

of assistance in determining which flows share bottlenecks,but the work subsequently states, “Determining a better

estimate of which flows share a bottleneck is an open problem.” While [1] and [2] demonstrate the value of performing

congestion control over flow aggregates, [2] considers the detection of shared POCs to be future work, while the

aggregated flows in [1] are limited to those having identicalsource-to-destination network paths: this significantly

restricts the set of flows that can be aggregated. At a recent workshop, Padmanabhan demonstrated that only flows

sharing a point of congestion exhibit high correlation in packet delay, and hypothesized that this correlation could be
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used to make such a detection [7]. A recent project report by Katabi et al [8] presents a clever entropy-based technique

to partition a set of unicast receivers at the same end-system into clusters that share a common bottleneck. Their

technique is very efficient in the number of packets needed toaccurately perform the clustering, and is robust when the

bandwidth to the end-host constitutes at least 20% of the bandwidth at the bottleneck (i.e., light background traffic).

In comparison, our loss-based techniques require more packet transmissions, but our delay-based techniques require a

similar number of packet transmissions to Katabi’s technique. Our techniques do not scale as easily to large receiver

sets. However, our techniques remain robust under heavier background traffic traffic loads, and can also detect shared

POCs among flows in which the senders, and not the receivers are co-located.

Our work differs significantly from previous work that, using multicast loss traces, infers network characteristics,

such as multicast tree topology and the loss rates on individual links within the network. The work by Ratnasamy et

al [9] and that of the MINC project [10] require transmissionof multicast probes. Their approaches identify a shared

POC among receivers receiving from a single source, relyingon the fact that a multicast router forwards a packet

on either all or none of the downstream links that are requesting the multicast transmission. These approaches are

not designed for the case when flow senders are not co-located. Furthermore, because the end-to-end multicast route

between a source and receiver can differ substantially fromthe unicast route between the same end-points, results

pertaining to shared POCs based on the multicast route need not apply to unicast traffic.

There are several practical issues that we identify in this paper as open areas of research and do not solve; these

require further consideration before our techniques can orshould be applied within an operational network for the

purposes of congestion control. Our goal in this paper is to make a fundamental first step in solving the problem of

congestion control for aggregated streams.

The remainder of the paper proceeds as follows. Section 2 overviews the two testing techniques for performing

the detection of a shared POC, and provides a high-level intuition as to why the techniques work. Section 3 presents

queuing analyses that demonstrate the effectiveness of thetests using theoretical models of the POCs. Section 4

presents simulation results that demonstrate the performance of the techniques under more realistic traffic conditions.

Section 5 demonstrates extensions to the techniques that quantify the “level” to which a pair of flows share POCs.

Section 6 presents results of experiments conducted over the Internet. Section 7 briefly discusses some open issues.

Last, Section 8 concludes the paper.

2 Technique Description

In this section, we present two techniques, theloss-corrtechnique and thedelay-corrtechnique, that respectively use

loss and delay measurements at receivers to determine whether or not a pair of sessions (a.k.a. flows) have the same

POC. The POC for a flow is the set of locations (routers) at which the flow’s packets are lost or experience excessive

queueing delay. We say we aretestingtwo flows when we are trying to identify whether or not they have the same

POC. For conciseness, we say that two flowsshare congestionif their POCs are identical, and that flowsdo not share

congestionif the intersection of their POCs is empty. In this section, we assume that the flows’ POCs are either

identical or mutually exclusive, which means that the question, “Do flow A and flow B share congestion?” can be

answered with a simple “yes” or “no”. Later in the paper we address how to handle cases where two flows’ POCs can

partially overlap.

Our findings are that the delay-corr technique converges in much less time to the correct hypothesis than the loss-

corr technique. However, there are two reasons why an application might prefer to use a technique that generates

estimates using only loss statistics:� The delay-corr technique requires timestamping of packets. We have noticed in our experimental results that per-

forming the timestamping at the user-level is sufficient, but becomes less reliable if the hosts are heavily loaded. Thus,
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the delay-corr technique requires more resources than the loss-corr technique.� Heavy delay congestion is likely to manifest itself in routers with larger queues, whereas heavy loss congestion is

likely to manifest itself in routers with smaller queues. While we suspect that the POC is often the same for both forms

of congestion, this need not be the case. Thus, the best way todetermine that the POC that causes loss is shared is

to apply the loss-corr technique (and wait the extra time). Similarly, the best way to ensure that the POC that causes

delay is shared is to apply the delay-corr technique (and usethe additional resources).

S1

R1

S2

R2

(a) Inverted-Y topology

S1

R2R1

S2

(b) Y topology

Figure 1: Virtual topologies

We consider only topologies in which either the pair of senders or the pair of receivers of both flows are co-located

at the same host. This assumption does restrict the set of pairs that can be considered. However, as compared to a

randomly chosen pair of flows for which neither the senders nor the receivers are co-located, flows that have at least

one set of of co-located hosts i) are easily located from the point of co-location, ii) are more likely to share congestion,

since portions of their paths are guaranteed to overlap, andiii) require less communication overhead (i.e., they can

communicate over a LAN) to perform aggregated congestion control.

Figure 1 gives a pictorial representation of sample topologies formed from the paths of the two flows with co-

located hosts.S1 andS2 are the senders of the two flows,R1 andR2 are the two receivers, and the little black balls

are routers at the intermediate hops. In theInverted-Ytopology (Figure 1(a)), the senders are co-located. Packets

transmitted by the senders traverse a set of common links up to some point in the network, after which the flows travel

along separate paths. In theY topology (Figure 1(b)), the receivers are co-located. Packets transmitted by the senders

initially traverse a separate set of links. At some point along each flow’s data-path, the flows meet and the remaining

path to the receivers is identical.

A shared POC exists if congestion occurs along the top portion of the inverted-Y topology, or along the bottom

portion of the Y topology. We assume that in the Y (Inverted-Y) topology, after the flows’ paths are joined (deviate),

they do not deviate (re-join). Otherwise, the order of packet arrivals (departures) could differ substantially from what

is observed at a shared POC. Note that if a pair of flows can be mapped onto either of these two topologies, then

(barring reordering) we can observe, from the point of co-location, the order in which packets pass through the shared

POC, if it exists. This allows us to infer whether or not the flows share congestion using only information that can

easily be monitored at the three end-system locations. Hence, the techniques do not require any information pertaining

to router processing rates, link speeds, or traffic patternsof any background traffic.

Let us now formalize the notation that will be used throughout the paper to refer to the packet flows. Letf1 andf2
represent the two flows that we are testing. Each of these flowsis referred to as aforeground flow, and we refer to the

packets within the flows asforeground transmissions. Any other traffic/packet in the network that does not belongto

either of these flows is referred to asbackgroundtraffic. Letp1;i represent theith packet transmitted byf1, andp2;i
represent theith packet transmitted byf2. We write thejth foreground packet transmitted (counting packets in both

flows) aspj , i.e., for eachpj , there is somei where eitherpj = p1;i, or pj = p2;i.
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Last, we define a function that allows us to identify theadjacencyof two packets in the foreground. For any two

packets,pa andpb, from either flow,f1 or f2, we define the functionadj(pa; pb) = 1 if b = a + 1, and 0 otherwise.adj(pa; pb) indicates whether or not two foreground packets are adjacent with respect to the other foreground packets.

In other words,adj(p1;i; p2;j) = 1 implies that there is somek for whichp1;i = pk andp2;j = pk+1.

2.1 Comparison Tests

Input: Trace information from the two flows

Step 1: Compute thecross-measure, Mx, between pairs of packets in both flows, spaced apart by timet.
Step 2: Compute theauto-measure, Ma from packets within a flow, spaced apart by timeT > t.
Step 3: IfMx > Ma, then the flows share a POC.

Else, the flows do not share a POC.

Figure 2: A comparison test.

Our techniques for detecting whether or not a pair of flows share congestion are based on two fundamental obser-

vations of Internet congestion:� Losses or delays experienced by two packets passing throughthe same POC exhibit some degree of correlation (i.e.,

a loss or excessive delay observed by a packet increases the likelihood that a later packet will be lost or experience a

large delay). However, in general, the degree of correlation decreases as the time between the packets’ transmissions

is increased [11, 12].� The losses or delays experienced by two packets that do not share the same POC will exhibit little or no correlation.

Our idea is to measure the correlation between pairs of packets both within a flow, and between flows. We choose

the pairs between flows such that if the POC for the flows is shared, then on average, the time between arrivals at the

POC of packets in the between-flow pair is less than the time between arrivals at the POC of packets of a single flow.

Hence, the between-flow pairs will experience higher levelsof correlation if the POC for the flows is shared. If it is

not shared, then the between-flow pairs will exhibit no correlation, and the level of correlation will be higher for the

single-flow pairs. We refer to this simple method of making this determination as acomparison test. The basic steps

are reiterated in Figure 2. We refer toMx, the measure of correlation between the flows, as thecross-measure(as in

cross-correlation), andMa, the measure of correlation within a flow, as theauto-measure(as in auto-correlation).

The benefit of using a comparative test is that it gives a definitive answer as to whether or not the flows share,

regardless of what the specific values of the cross- and auto-measures are. Alternatively, one could construct measures

that indicate congestion when taking on certain values (e.g., a correlation coefficient that is larger than some fixed

value,�). Often, the value for� depends on several factors, including the service rate of the queues in the network,

and the rate of the probe traffic, making a unique value for� unlikely.

2.2 Poisson Probes

We have noted that we need a method to generate packet samplesin such a way that the average time of arrival at a

shared POC (if it exists) between a sample pair from separateflows is less than that between a sample pair of packets

from the same flow. To simplify presentation, we consider a single method for transmitting probes that is robust over

both the Inverted-Y and Y topologies. The method we use, commonly referred to as aPoisson probe, is a flow whose

inter-packet departure times are described by a Poisson process. We represent the rate off1’s process by�1, and the
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rate off2’s process by�2. We assume in our analysis that the transmission and queueing delays between the source

and the POC do not significantly change the inter-packet spacing, and thus the arrival process at the POC can be

modeled as Poisson with respective arrival rates of�1 and�2. We note that the aggregate arrival process formed by

combining these two Poisson processes is itself a Poisson process with rate�1 + �2. The length of time between the

arrival at the POC of two adjacent packets,pi andpi+1, from this aggregate process of rate�1 + �2 is on average

smaller than the time interval between two successive packets from a single flow (e.g.,p2;j andp2;j+1) transmitted

at rate�2 < �1 + �2.1 Furthermore, because the aggregate process is Poisson, thedistribution of the time interval

between the adjacent packets is independent of the packets’flow origins (i.e., whether they came fromf1 or f2). It

follows that the average time interval between the arrival of two adjacent packets from different flows is less than that

between two successive packets within a single flow.

In the remainder of this section, we describe how to compute measures ofMx andMa using loss and delay mea-

surements obtained from using Poisson probes. We conjecture that these measures work for other probe distributions,

and thus in many cases, the measures can be appliedin-band, i.e., the probes can be incorporated into the underlying

data stream. However, it is likely that the techniques are not robust for all possible distributions of traffic. One example

is when each flow transmits packets in groups (i.e., bursty traffic), that places packets within a single flow very close

together. In such cases, these techniques can still be applied by transmitting a Poisson probeout-of-band, alongside

each of the two data flows. Results presented later in this paper demonstrate that the detection of a shared POC can be

done efficiently in practice using a total probing bandwidthof a kilobyte per second.

2.3 The loss-corr technique

The loss-corr technique is based on the intuitive notion that if two packets proceed through the same bottleneck, and

the first packet is dropped, then the likelihood of the secondpacket being dropped becomes higher as the time between

the packets’ arrivals to the bottleneck is decreased. DefineLi to be 0 ifpi is dropped prior to reaching the destination

host to which it was sent, and 1 if it is received at its destination. DefineLj;i similarly, to indicate whether or not

packetpj;i reaches the receiving host offj , wherej = 1; 2.

For the Inverted-Y topology, the loss-corr cross-measure and auto-measure are the following conditional probabil-

ities: Mx = Pr(L2;i = 0 j L1;j = 0; adj(p1;j ; p2;i) = 1) (1)Ma = Pr(L2;i = 0 j L2;i�1 = 0) (2)

The cross-measure we use for the Inverted-Y topology is the conditional probability that a packet fromf2 is lost,

given that the preceding foreground packet was fromf1 and was lost. The auto-measure is the conditional probability

that a packet fromf2 is lost given that the previous packet fromf2 is lost.

In the Inverted-Y topology, we have utilized the fact that the relative order in which lost packets arrive at the POC

can be identified from the co-located sending end-systems: even whenL2;i = 0 andL1;j = 0, it is always possible

to determine whether or notadj(p1;j ; p2;i) = 1. In the Y-topology, this is not the case. For instance, a received

sequence ofp1;j ; p2;i; p2;i+2; p1;j+2 implies that packetsp1;j+1 andp2;i+1 were lost. However, one cannot determine

from these measurements whetherp1;j+1 precededp2;i+1 (or whetherp1;j+1 precededp2;i, etc.)2 It follows that

co-located receiving hosts cannot determine whether or notadj(p1;j ; p2;i) = 1 when bothp1;j andp2;i are lost. As a

consequence, we cannot compute the cross-measure defined by(1).
1Note that a pair of successive packets within a flow need not beadjacent, e.g., packets fromf1 may arrive between arrivals of successive packetsp2;j andp2;j+1.
2It may be possible to predict the more likely case by looking at inter-packet spacing within a flow. However, packets can experience unpre-

dictable delays (jitter) that would make such estimation less reliable.
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Instead, we define another cross-measure that can be computed by end-hosts configured in a Y-topology, and

another auto-measure that, when compared to this cross-measure, meet the requirements of the comparison test. We

defineadjR(pi; pj) such thatadjR(pi; pj) = 1 if and only if i < j; Li = 1; Lj = 1; andLk = 0 for all i < k < j,
and letadjR(pi; pj) = 0 otherwise. In other words,adjR(pi; pj) is 1 if and only ifpi andpj are adjacently received

packets (i.e.,pk is lost for anyi < k < j). The cross-measure and auto-measure for the Y topology arethe following

conditional probabilities: Mx = Pr(L2;i�1 = 0 jL1;j�1 = 0; adjR(p1;j ; p2;i) = 1) (3)Ma = Pr(L2;i = 0) (4)Mx is the conditional probability that for anyi, a packet,p2;i�1, fromf2 is lost, given that i) the subsequent packet

from f2; p2;i, is received, ii) the nearest foreground packet that is subsequently received afterp2;i is fromf1 (p1;j for

somej), and iii) that the preceding packet fromf1, p1;j�1, is lost. The reader should note that the sequence of events

used in equation (3) can be identified at the co-located receivers in the Y-topology: the sequence “pivots” on a pair of

received packets to detect a pair of lost packets that are likely to be adjacent.Ma is the loss rate experienced byf2.
We note that this version ofMa is itself not a measure of correlation, but we find that its value is smaller than that of

(3) only when the POCs are shared.

2.4 The delay-corr technique

The delay-corr technique applies thecorrelation coefficientto the delays experienced by receivers. For a set of pairs

of real valued numbers,S = f(xi; yi)g; xi; yi 2 <, the correlation coefficient of the set is defined as:C(S) = E[xiyi℄�E[xi℄E[yi℄p(E[xi2℄�E2[xi℄)(E[yi2℄�E2[yi℄) (5)

whereE[f(xi)℄ � P(xi;yi)2S f(xi)=jSj andE[f(yi)℄ � P(xi;yi)2S f(yi)=jSj. DefineDi to be theobserved delay

incurred by packeti. Di = ai � di, wheredi is the departure time ofpi according to the sender’s clock, andai is

its arrival time according to the receiver’s clock. Note that because of unsynchronized clocks and/or clock drift, the

observed delay we compute need not equal the true time elapsed between the packet’s departure from the sender and

its arrival at the receiver. The lack of time synchronization between clocks does not affect the value of the correlation

coefficient: the correlation coefficient of two random variables,X andY , is the same as that betweenX +  andY
when is a constant. A large skew in the clock rates can alter the effectiveness of using the correlation coefficient of

delay over long traces. However, efficient algorithms for removing clock skew from long traces are known [13, 14].

Henceforth, we simply refer to the observed delay as the delay.

We similarly defineDj;i to be the respective delays ofpj;i; j = 1; 2. For both the inverted-Y and Y topologies,Mx andMa are computed as: Mx = C(f(D1;i; D2;j) : adj(p1;i; p2;j) = 1g) (6)Ma = C(f(D2;i; D2;i+1)g) (7)Mx is the correlation coefficient computed from the delays of pairs of packets that are adjacent with respect to the

foreground flows. The previously arriving (transmitted) packet must be fromf1, and the subsequent packet must be

from f2. Ma is the correlation coefficient computed from the delays between arrivals (transmissions) withinf2 that

are adjacent with respect to packets inf2.
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3 Queuing Analysis

In this section, we demonstrate the correctness of the comparison tests described in Section 2 in the context of various

queueing models. We assume that the time between transmissions for each of the foreground flows,f1 andf2, are

described by Poisson processes with rates of�1 and�2, respectively.

λ 1

λ 2

µλ b

(a) Shared

µ 1

µ 2

λ 2

1λ

λ b2

λ b1

(b) Separate

Figure 3: Queuing models for shared and separate POCs.

Figure 3 depicts our models of a shared POC for flowsf1 andf2, and separate POCs for the flows. A POC

is represented by a queue. A shared POC (Figure 3(a)) is represented by a single queue; packets from both of the

foreground flows enter this queue at respective rates,�1, and�2. Additionally, background traffic enters the queue at

a rate of�b. The queue services packets at a rate of�. Separate POCs (Figure 3(b)) are represented by two queues.

Packets fromfi enter a queue whose background traffic arrival rate is�bi and whose service rate is�i; i = 1; 2. Each

packet that proceeds through the queueing system is serviced by only one of the two queues (e.g., packets fromf1 do

not previously or subsequently proceed through the queue servicing packets fromf2). There are no restrictions on any

of the rates (foreground rates can differ from one another, in the two-queue case, background flow rates can differ in

the two queues). Unless specifically stated otherwise, background traffic arrivals and queue service completions are

described by any general i.i.d. distribution.

In the next subsection, we prove that, given the queues are all M/M/1/K queues (where the buffer size,K, can

differ among the various queues as well), the loss-corr technique correctly identifies whether or not the foreground

flows share a POC in the inverted-Y topology. We do not have a proof that the loss-corr technique correctly identifies

whether or not two flows share in the Y topology. However, we have formulated a set of recursive equations that allow

us to compute the steady-state values of Equations (3) and (4) as functions of�1; �2; �b, andK, when the POC is

shared and behaves as an M/M/1/K queue. We then compared the values of these equations for a variety of values of�1; �2; �b, andK, and found equation (3) to always be larger than (4) (the desired result). These results are presented

in Appendix B.

In the subsequent subsection, we demonstrate that, given all queues are M+G/G/1/1 queues (foreground traffic

remains Poisson, background traffic and service times are satisfy any i.i.d. general distribution), the delay-corr tech-

nique successfully distinguishes between shared and separate POCs for both the Y and Inverted-Y topologies. Since

the queue’s capacities are unbounded, the proof requires the additional assumption that the aggregate rate of traffic

into any of the queues is less than the processing rate for that queue.

3.1 The loss-corr technique, Inverted-Y topology

We writeqi; i = 1; 2 to represent two M/M/1/K queues. We define! to be a sequence of insert and remove events,! = (e1; e2; � � � ; em), and letQi(!; j) be the number of packets inqi after thejth event in! is applied to the queue.
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We writeQi(!; 0) to be the number of packets in the queue prior to the application of!. We assume that the system

has been in operation for some time when! is applied to the queue so that it need not be the case thatQi(!; 0) = 0.

An insert event increases the queue length by one unless already full, and a remove event decreases the queue length

by one unless it is already empty.

Lemma 1 Consider two queues,q1 andq2, of identical buffer capacities,K. IfQ1(!; 0) � Q2(!; 0), thenQ1(!; j) �Q2(!; j) for all j > 0 as well.

Lemma 1 can be proven trivially by induction over the length of the sequence,!. The proof is omitted.

Lemma 2 Consider a queue,q1 of capacityK whereQ1(!; 0) = K (the queue is full). Let!0 be a suffix sequence

of !, i.e.,!0 = (f1; f2; � � � ; fm0) where for somei � 1;m0 = m� i + 1 andfj = ej+i�1 where1 � j � m0. ThenQ1(!0; j) � Q1(!; j + i).
Proof: Consider the application of! to the queue. After applying the (possibly empty) prefix(e1; � � � ; ei�1) to the

queue, it must be the case thatQ1(!; i�1) � K. The result then follows from Lemma 1, since the remaining sequence

of ! to be applied is!0, henceQ1(!; i� 1 + j) � Q1(!0; j) for 0 � j � m� i+ 1.

Theorem 1 In an M/M/1/K in which both foreground flows enter into the same queue,Pr(L2;j = 0 j (L1;i =0); adj(p1;i; p2;j)) > Pr(L2;j+1 = 0 j L2;j = 0) (i.e.,Mx > Ma).

Proof: Let ! = (e1; � � � ; em!) be a finite-length sequence of events, eachei 2 f1; 2; b; sg, whereei = 1 means that

theith event is an arrival fromf1, ei = 2 means that theith event is an arrival fromf2, ei = bmeans that theith event

is a background arrival, andei = s means that theith event is a service completion (this event has no effect on the

queue if the queue is already empty).

Let S = f!g be the set of all possible finite-length sequences. Letgp map any! to its longest prefix whose final

event is a1. i.e.,gp(!) = (e1; � � � ; en) whereen = 1 andei 6= 1 for n < i � m!. If ! contains noei = 1, thengp(!)
is the empty sequence. Letgs(!) be the longest suffix of! that contains noei = 1. i.e.,gs(!) = (en+1; � � � ; em!)
wheren = 0 or elseen = 1, ei 6= 1 for n < i � m!. Note that each sequence! has a unique decomposition as! = gp(!) � gs(!), where� is the concatenation operation.

DefineP to be the probability measure overS.3 This is well defined since all events are generated from a Poisson

process, so the measure of a sequence is independent of any previous history (previous arrivals, state of the queue).

Furthermore, it follows from the Poisson assumption that the measures of prefixes and suffixes are independent and

satisfyP (!) = P (gp(!))P (gs(!)).
We now define several random variables that will allow us to formally describe the conditional probabilities stated

in the theorem over the set of sequences inS. DefineX to be a random variable onS whereX(!) = 1 if em! ,

the last event in!, is the first (and only) arrival fromf2 in ! and 0 otherwise. DefineXp to be a random variable

on S whereXp(!) = 1 if ! contains no eventei = 2, and 0 otherwise. DefineXs to be a random variable onS whereXs(!) = 1 if ! contains no eventei = 1, and only the last event,em! , is an arrival fromf2. Note that8! 2 S;X(!) = Xp(gp(!))Xs(gs(!)). Also note that for any! 2 S whereX(!) = 1, there is a unique pair,!1; !2 2 S, where! = !1 � !2 andXp(!1)Xs(!2) = 1. Namely,!1 = gp(!) and!2 = gs(!).
DefineLK to be random variable onS where for! 2 S;LK(!) = 1 if the last event of! is a packet arrival, and

applying! to a queue of capacityK whose buffer is initially full causes this last arrival to bedropped (i.e., the queue

is full upon its arrival). It follows from Lemma 2 thatLK(!) = 1 ) LK(gs(!)) = 1, in other words,8!p; !s 2 S
we haveLK(!p � !s) � LK(!s). Defining�i to be the steady-state probability that the queue length isi, we have

3We emphasize thatP is a probabilitymeasure[15] and not a probability distribution. Note also thatS is a countable set, so that the measure of
a setS0 � S that contains a set of sequences, where no sequence inS0 is a subsequence of another! 2 S0, is simply

P!2S0 P (!).
9



Pr(L2;j+1 = 0; L2;j = 0) = X!2S �KP (!)X(!)LK(!)= �KX!2S P (!)X(!)LK(!) (8)Pr(L2;j = 0) = X!2S �KP (!)X(!)= �KX!2S P (!)X(!) (9)

We can rewrite the conditional probability,Pr(L2;j+1 = 0 j L2;j = 0), asPr(L2;j+1 = 0 j L2;j = 0) = P!2S P (!)X(!)LK(!)P!2S P (!)X(!)= P!p2SP!s2S P (!p)P (!s)Xp(!p)Xs(!s)LK(!p � !s)P!p2SP!s2S P (!p)P (!s)Xp(!p)Xs(!s)� P!p2SP!s2S P (!p)P (!s)Xp(!p)Xs(!s)LK(!s)P!p2SP!s2S P (!p)P (!s)Xp(!p)Xs(!s) (10)= �P!p2S P (!p)Xp(!p)��P!s2S P (!s)Xs(!s)LK(!s)��P!p2S P (!p)Xp(!p)��P!s2S P (!s)Xs(!s)�= P!s2S LK(!s)Xs(!s)P (!s)P!s2S P (!s)Xs(!s)= P!s2S �KP (1 � !s)LK(!s)Xs(!s)P!s2S �KP (1 � !s)Xs(!s)= Pr(L2;j = 0 j L1;i = 0; adj(p1;i; p2;j) = 1) (11)

where we useLK(!p � !s) � LK(!s) to establish the inequality in (10). This inequality is strict since there exists at

least one! = !p � !s whereLK(!) < LK(!s) andXp(!p)Xs(!s) 6= 0.

Theorem 2 In two M/M/1/K queues in which the foreground flows enter separate queues, it is the case thatPr(L2;j =0 j (L1;i = 0); adj(p1;i; p2;j)) < Pr(L2;j+1 = 0 j L2;j = 0) (i.e.,Mx < Ma).

Proof: Arrivals (departures) to (from) the first queue have no impact on the second queue, and can be ignored when

considering the status of the second queue. Because all arrivals and departures from the queues are Poisson, by PASTA

[16], Pr(L2;j = 0 j L1;i = 0; adj(p1;i; p2;j)) = Pr(L2;j = 0) for any packet inf2. Thus, we need only prove thatPr(L2;j = 0) < Pr(L2;j+1 = 0 j L2;j = 0).
We prove this by a sample path argument. Similar to Theorem 1,we defineS = f!g to be the set of all possible

finite-length sequences through the queue. Since packets from f1 pass through a separate queue, each event,ei of! = (e1; e2; � � � ; em!) is chosen fromf2; b; sg. DefineP to be the probability measure overS (again this is well

defined due to the memoryless nature of the Poisson distribution).
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DefineX to be a random variable onS as in Theorem 1:X(!) = 1 when the first and only arrival fromf2 is

the last event,em! , in the sequence, and 0 otherwise. DefineYi to be a random variable onS whereYi(!) = 1 if

applying the sequence,! = (e1; � � � ; em!), to the queue with initial lengthi � K causes the last event,em! to result

in a packet drop, and 0 otherwise.

We can rewrite our probabilities for which we need to prove the inequality as follows:Pr(L2;j = 0) = X!2S KXi=0 �iP (!)X(!)Yi(!) (12)Pr(L2;j+1 = 0 j L2;j = 0) = P!2S �KP (!)X(!)YK(!)P!2S �KP (!)X(!)= X!2S P (!)X(!)YK(!) (13)

The denominator drops out using the observation that
P!2S P (!)X(!) = 1 (i.e., the measure of all finite se-

quences that end with an arrival fromf2 is 1). We note that for any! whereX(!) = 1 and anyi; j such that0 � j < i � K, it follows from Lemma 1 thatYj(!) � Yi(!). In particular, there is some! for whichX(!) = 1
where for somei, Yi(!) = 0 while YK(!) = 1. Also since

PKi=0 �i = 1, we get:X!2S KXi=0 �iP (!)X(!)Yi(!) < X!2S KXi=0 �iP (!)X(!)YK(!)= X!2SP (!)X(!)YK(!)
which completes the proof.

3.2 The delay-corr technique: Inverted-Y and Y topologies

We now demonstrate that the delay-corr technique will correctly infer whether or not the two flows share in a queuing

system where the background traffic arrives according to an arbitrary, ergodic and stationary process, and the service

times are characterized by an arbitrary distribution. We dorequire that the random variables that represent the back-

ground traffic and service times be i.i.d. The analysis also assumes that the system has entered into the stationary

regime, i.e., the system is initially in the steady-state.

Our arguments rely on the following technical lemma that is established in Appendix A:

Lemma 3 Let G be a non-decreasing function over[0;1), wherelimx!1G(x) > G(0) > 0, and letf and g
be functions such that

R1x=0 f(x) dx = R1x=0 g(x) dx,
R1x=0G(x)f(x) dx < 1; R1x=0G(x)g(x) dx < 1, and

there is some such that forx < ; f(x) > g(x), and for x > ; f(x) < g(x). Then
R1x=0G(x)f(x) dx <R1x=0G(x)g(x) dx. Similarly, ifG is non-increasing with0 < limx!1G(x) < G(0), then
R1x=0G(x)f(x) dx >R1x=0G(x)g(x) dx

The following Lemma implies that the delay correlation between two adjacent foreground packets is higher than

that between two non-adjacent foreground packets. Its proof appears in Appendix A.

Lemma 4 Consider an M+G/G/1 server (infinite capacity queue) where background traffic arrives with an aggregate

arrival rate of�b, foreground traffic arrives according to a Poisson process with rate�f , and packets are served at an

average rate of� > �b + �f . ThenE[DiDi+1℄ > E[DiDi+n℄ for n > 1.

11



Armed with this Lemma, we can now prove the result thatMx > Ma when the POC for both flows is the same

M+G/G/1 queue.

Theorem 3 Consider the same M+G/G/1 queue as in Lemma 4, where the foreground flow consists of packets from

flowsf1 andf2 whose arrivals to the queue are each described by Poisson processes with rates�1 and�2 respectively,�1 + �2 = �f . ThenMx > Ma.

Proof: We start by noting that8i; j; k;m = 1; 2; E[D1;i℄ = E[D1;j ℄ = E[D2;k℄ = E[D2;m℄. In other words,

each packet has the same expected delay. Similarly,8i; j; k;m = 1; 2; E[(D1;i)2℄ = E[(D1;j)2℄ = E[(D2;k)2℄ =E[(D2;m)2℄. Hence, to prove the theorem, we need only show thatE[D1;iD2;j j(adj(p1;i; p2;j) = 1)℄ > E[D2;iD2;i+1℄.
A Poisson process of rate�1 has the same distribution as a Poisson process with rate�1+�2 that has been thinned

with probability�2=(�1 + �2). As defined in (6),Mx computes the correlation coefficient between adjacent packets

in the aggregate foreground flow. Hence,E[D1;iD2;j j(adj(p1;i; p2;j) = 1)℄ = E[DiDi+1℄. Alternatively, as defined

in (7),Ma is the correlation coefficient between packets fromf2 that are adjacent with respect tof1 (i.e., packetsp2;j
andp2;j+1). Let�1(i; i+ n) be a random variable that equals 1 ifpj is from f1 for all j wherei < j < i+ n and 0

otherwise. Let�2(i; i+n) be a random variable that equals 1 ifpi andpi+n are fromf2, and 0 otherwise. Using the fact

that packet delays are independent of their marking (E[DiDi+nj�1(i; i+ n) = 1;�2(i; i+ n) = 1℄ = E[DiDi+n℄),
then E[D2;jD2;j+1℄= 1Xn=1E[DiDi+n j �1(i; i+ n) = 1;�2(i; i+ n) = 1℄ � Pr(�1(i; i+ n) = 1 j �2(i; i+ n) = 1)< 1Xn=1E[DiDi+1℄ Pr(�1(i; i+ n) = 1 j �2(i; i+ n) = 1)= E[DiDi+1℄
where Lemma 4 yields the above inequality.

Thus far, we have shown thatMx > Ma when the flows share POCs. We now prove thatMx < Ma when the

flows do not share POCs.

Lemma 5 E[D2;i+1jD2;i = x℄ is an increasing function ofx.

This Lemma is also intuitive. It says that the expected delayof p2;i+1 is an increasing function of the delay ofp2;i.
A detailed proof is given in Appendix A.

Theorem 4 Let f1 and f2 have separate queues as bottlenecks, and letf2’s queue be an M+G/G/1 queue as in

Theorem 3 (except thatf1 does not pass through the queue). ThenMx < Ma.

Proof: First, note thatMx = 0, since the delays experienced by two packets drawn from separate foreground flows

are independent. The denominator of a correlation coefficient is always larger than 0. Hence, we need only show that

the numerator in the correlation coefficient ofMa is larger than 0:E[D2;i+1D2;i℄�E[D2;i+1℄E[D2;i℄= Z 1x=0 xPr(D2;i = x)E[D2;i+1jD2;i = x℄ dx� Z 1x=0 xPr(D2;i = x)E[D2;i+1℄ dx (14)
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By Lemma 5,E[D2;i+1jD2;i = x℄ is an increasing function ofx. Noting that
R1x=0Pr(D2;i = x)E[D2;i+1jD2;i = x℄ dx =1 = R1x=0 Pr(D2;i = x)E[D2;i+1℄ dx, it follows that there must exist some for whichx <  , E[D2;i+1jD2;i =x℄ < E[D2;i+1℄, so that we can apply Lemma 3 withG(x) = x, f(x) = Pr(D2;i = x)E[D2;i+1℄, andg(x) =Pr(D2;i = x)E[D2;i+1jD2;i = x℄, we get that the right hand side of (14) is larger than 0, whichcompletes the proof.

4 Performance in Simulation

10ms 30ms 10ms3
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Figure 4: Topology used in simulation experiments.

In this section, we use simulation to examine four scenarios. In the first two scenarios, we simulate a flows that

are configured in an Inverted-Y topology. In the second two scenarios, the flows are configured in a Y topology.

In the first and third scenarios, the flows’ POCs are independent, and in the second and fourth, the flows’ POCs are

shared. Figure 4 demonstrates the topology on which we run our simulations using thens-2 simulator [17]. For the Y

topology, probe receivers are connected to the left-most node, the sender forf1 is connected to the bottom-right node,

the sender forf2 to the top-right. For the Inverted-Y topology, we simply swap the locations of each flow’s sender

with its receiver. We construct POCs by assigning links thatwe want congested to process at a rate of 1.5 Mbs, and

links that we do not want congested process at a rate of 1000 Mbs. The links that are assigned the 1.5 Mbs capacity are

either the set of links numbered 1 through 3 (shared POC) or else are the set of links numbered 4 through 8 (separate

POCs). All background data traffic flows in the same directionas that of the foreground flows, and traverses a subset

of links that are assigned the 1.5 Mbs capacity (i.e., there is no background traffic on the high bandwidth links). 10

through 20 background flows are placed on the path of each probe, each background flow uses the TCP protocol with

probability of .75. Otherwise, it is a CBR flow with on-off service times. The CBR rate is uniformly chosen between

10 and 20 Kbs, and the average on time and off time is chosen independently between 0.2 and 3.0 seconds. For each

of the four scenarios, we run 1000 experiments, starting thebackground traffic at timet = �10, and then starting the

probes at timet = 0, and ending the experiment at timet = 120.

Figure 5 plots the percentage of experiments run over the Inverted-Y topology that, using the loss-corr and delay-

corr techniques, correctly infer whether or not the flows share as a function of time. As clock time progresses and

additional packets arrive at the receivers, the estimates of Mx andMa are computed over an increasing sample set

size. The hope is that over time, as the estimates ofMx andMa increase in accuracy, more tests will correctly infer

whether or not the flows’ POCs are shared.

Figure 5(a) plots the results of 1000 experiments in which the flows’ POCs are separate. Figure 5(b) plots the

results of 1000 other experiments in which the flows’ POCs areshared. In each experiment, both foreground flows

send 20 byte packets at an average rate of 25 per second. The clock time varies exponentially on thex-axis, where a

time of zero indicates the time that the first probe packet arrived at either receiver. They-axis indicates the percentage
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Figure 5: Inverted-Y topology

of the experiments that satisfy the property being plotted.Curves labeled “no response” plot the percentage of tests

that cannot form a hypothesis by the time indicated on thex-axis (the test must have at least one sample that can be

used to compute an estimate for bothMx andMa before it forms a hypothesis). Curves labeled “correct” plot the

percentage of tests returning a hypothesis whose hypothesis is correct at the time indicated on thex-axis (i.e., tests

that have not yet returned a hypothesis are omitted when computing the values of the “correct” curves). 95% level

confidence intervals are generated by averaging over twentysamples at a time, such that the distribution of the average

of the samples is approximately normal. Points are omitted when confidence intervals are too wide.

We can make several observations from these graphs. First, the rate at which the delay-corr technique correctly

assesses whether or not a POC is shared is an order of magnitude faster than that of the loss-corr technique. For

instance, for 90% of the experiments to draw a correct conclusion, the delay-corr technique obtains a sufficient number

of samples within a second, whereas the loss-corr techniquemust proceed for between 10 and 50 seconds over the

various experiments. This is not surprising, given the factthat the delay-corr technique is able to use almost every

packet to compute its measures, whereas the loss-corr technique only uses samples that contain certain sequences of

packet losses. We also note a trend that for the loss-corr technique when POCs are shared, the percentage of hypotheses

that are correct initially decreases with time. This is likely a result of a bias caused by the fact that the samples used

to computeMx arrive at a slower rate than those used to computeMa.

Figure 6 plots similar results for a Y-topology as those in Figure 5. There is little difference in the results of the

delay-corr technique between the two topologies. This is not surprising, since the difference in topology does not affect

the way the delay-corr experiment is executed. On the other hand, the loss-corr technique for the Y-topology converges

at a slower rate than the loss-corr technique for the Inverted-Y topology. This is because in most cases, the value ofMx computed using (3) is not significantly different from the value ofMa computed using (4) so more samples are

necessary to correctly assess with a given level of confidence which one is larger. Furthermore, the conditioning within

(3) is stricter than that for (1), such that on average it takes longer to get the same number of samples.

We also examined the applicability of the comparison tests when the routers initiated Random Early Detection,

and found no significant impact on our reported results for the delay-corr technique. However, we observed that the

loss-corr technique failed to identify shared POCs in more than half the cases. This is not surprising: first, RED will

randomly drop probes as the queue fills: this by itself introduces noise into the test statistic. Second, RED is designed

to encourage TCP sessions to “back off” prior to overflowing its bottleneck queue. This reduces the likelihood that

the queue will be full and reduces the rate of packet loss.
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Figure 6: Y topology

5 Detecting sharing in a practical setting

This paper focuses on demonstrating that from end-hosts, wecan distinguish between two flows that are congested by

the same set of resources from two flows that are congested by amutually exclusive set of resources. However, the true

nature of congestion in the Internet is still not well understood. If we assume that a flow can experience congestion at

several POCs within a short period of time, then the POCs for two flows need not be identical or mutually exclusive,

but may partially overlap. If such is the case, then a simple yes/no answer is not always sufficient.

We now introduce one possible way of measuring thelevel of sharing, L1;2, a metric that quantifies the degree to

which the POCs off1 overlap. To compute this metric, we require that the two probe rates be equal (i.e.,�1 = �2).

We define a new adjacency function,adj2(p1;j ; p2;i) which equals 1 iff any foreground packets arriving at the POC

between packetsp1;j andp2;i are fromf1.4
We define theshare-measure, Mshare similarly to the definitions of the cross-measure,Mx, except we replaceadj(p1;j ; p2;i) with adj2(p1;j ; p2;i). For instance, in the case of delay,Mshare = C(f(D1;i; D2;j) : adj2(p1;i; p2;j) =1g). Because we are using Poisson probes, the conditioning onadj2(p1;i; p2;j) = 1, combined with the memoryless

nature of the Poisson distribution ensures that the distribution of times between pairs used for samples in bothMa andMshare are the same. We also define anindependence measure, Mind, which estimatesMshare if the flows share no

bottleneck. For instance, for the loss-corr technique,Mind = Pr(L2;i = 0), and for the delay-corr technique, it is 0.

The level of sharing is thenL1;2 = (Mshare �Mind)=(Ma �Mind).L1;2 measures the “level of information” that a loss (delay) observation on a packet fromf1 yields about the loss

(delay) experienced by the next packet fromf2. Assuming flows cannot be negatively correlated, a value of zero

indicates that observations of packets fromf1 give no useful information pertaining tof2. A positive value less than

one indicates that it yields some information, but less thanwhat can be obtained by using loss and delay measurements

from previous transmissions inf2. A value equal to one means that the levels of information arethe same, and a

value larger than one means that observations on packets from f1 yield more information than observing the previous

transmissions fromf2. This last case can only occur due to statistical error in estimating the measures used to constructL1;2, or whenf2’s POC covers multiple routers, andf1 utilizes those routers that are most heavily congested. The

measure increases as the POCs forf1 increase in the severity to which they cause congestion forf2. They do not,
4Note that for a givenj, there can be severali that satisfyadj2(p1;j ; p2;i) = 1, whereas there is a uniquei that satisfiesadj(p1;j ; p2;i) = 1.

We emphasize this to point out that the lack of uniqueness is not a problem, but does increase the correlation between successive samples.
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however, indicate the extent to whichf1 causes the congestion at the POC.

6 Actual TracesC Columbia (New York) M1 UMass-1 M2 UMass-2 U UCL (London)

S AT&T-San Jose (California) M3 UMass-3 A ACIRI (California)

Table 1: Site name abbreviations

We have demonstrated the robustness of our comparison teststhrough queueing analysis and simulation. Now, we

give evidence that these tests work in practice. We apply thetests to flows that traverse the Internet, choosing end-

system locations such that we can be reasonably sure as to whether or not the flows share congestion. We then examine

the results of our comparison tests. The set of end-systems used in the experiments consists of machines located at

ACIRI (California), UCL (London, UK), Columbia (New York City), AT&T-San Jose (California), and three of our

own machines, labeled “UMass-1” through “UMass-3”. Table 1presents a shorthand notation for these sites that is

used in the subsequent figures and tables.

U

C

2

1M
M

(a) Shared

U

C

1M
M2

(b) Independent

Figure 7: Experimental topologies

Our first set of experiments involve four of these sites: UMass-1, UMass-2, Columbia, and UCL, three of which

are located in the U.S., and one in Europe. UMass-1 and UMass-2 are in fact located on the same LAN (Figure 7(a)),

such that the paths from (to) UMass-1 and UMass-2 to (from) UCL shared all links in common except for the initial

(final) hop (this was verified usingtraceroute). We expect that in this configuration, the two flows will share.

We believe that at the time of our experiments, the path from (to) UMass-1 to (from) UCL and the path from (to)

Columbia to (from) UCL were disjoint along the trans-Atlantic links, as well as all links in the U.S. (Figure 7(b)).

We came to this conclusion via an examination oftraceroute statistics (a more detailed discussion of our use of

traceroute is presented later in the paper). We expect that in this configuration, the flows will not share.

Figure 8 presents the results for the Inverted-Y topology where the U.S. end-systems reside in the same LAN.

Figure 8(a) plots the results of the loss-corr test with time, measured in seconds, plotted via a log-scale along thex-

axis. The bottom curve is the difference,Mx �Ma, between the two measures of the comparison test. After the 15th

second, the value remains positive, which means that the test hypothesizes that the POCs for the flows are shared. The

top curve is the level of confidence, computed using a permutation test [18], that does not require that the distribution

is normal. A value of 1 means that we have 100% confidence that the hypothesis is correct. Figure 8(b) plots the

results of the delay-corr test, with time plotted via a log-scale along thex-axis. The bottom curve again indicates the

difference,Mx �Ma, between the measures. Since the value is positive, the testalso hypothesizes that the flows

share a POC. The top curve is a computation ofL1;2. The fact thatL1;2 converges to one indicates that the level of
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Figure 8: Europe to US, Inverted-Y, correlated

correlation between packets across flowsf1 andf2 is similar to the correlation seen between packets inf2, which

matches our assumption that these two flows observe almost identical POCs.
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Figure 9: Europe to US, Inverted-Y, uncorrelated

Figure 9 presents results for the Inverted-Y topology wheredifferent paths are taken across trans-Atlantic links

to reach the two end-systems in the U.S. In Figure 9(a), the bottom curve, which plots,Mx �Ma for the loss-corr

technique, is negative. Hence, the test hypothesizes that the POCs for the two flows are not shared. The top curve,

which shows the level of confidence as computed via the permutation test, shows that the confidence in this hypothesis

is close to 100% after only 10 seconds. The bottom curve in Figure 9(b) plotsMx �Ma for the delay-corr technique.

Because the value is negative, the test hypothesizes that the flows do not share. The top curve in the Figure plotsL1;2
as it varies with time. Its value remains close to zero, whichindicates that observing the delays of packets fromf1
will give no information about the delays observed by packets in f2. These results are consistent with our evaluation

of the topologies: the POCs for these two flows are separate.
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6.1 Results Summary

Date Topology Hosts shared / non-shared loss rates loss-corr stable since delay-corr stable since

hop ratio (msec) (%) result (sec) result (sec)

11/3 Y (M1,M2 ! U ) (1,1! 440) 1.42, 1.29 : 1.36 Shared 154 Shared 0.5

11/3 Y (M1,M2 ! A) (1,1! 91) 0.07, 0.01 : 0.04 Not shared 184 Shared 2

11/3 Inv-Y (A!M1,M2) (98!� 0,� 0) 0.04, 0.07 : 0.06 INSUF Not shared 552

11/1 Inv-Y (A!M2,M3) (91!� 0,� 0) 0.03, 0.03 : 0.03 INSUF Shared 562

11/1 Inv-Y (U !M1,M2) (150!� 0,� 0) 5.33, 6.10 : 5.72 Shared 23 Shared 0.8

11/3 Inv-Y (M1 ! U , A) (6! 82, 322) 0.75, 0.17 : 0.46 INSUF Not shared 23

11/1 Inv-Y (M2 ! U , A) (0! 102, 447) 2.08, 0.24 : 1.25 Not shared 337 Not shared 4

11/1 Inv-Y (U !M1, A) (3! 313, 141) 6.08, 0.26 : 3.05 Not shared 411 Not shared 8.2

11/1 Inv-Y (U !M1, C) (47! 110, 75) 12.12, 0.07 : 6.12 Not shared 6 Not shared 6.2

11/1 Inv-Y (U !M1, S) (75! 233, 75) 8.55, 0.01 : 4.26 Not shared 249 Not shared 4

11/1 Inv-Y (U !M2, A) (30! 264, 193) 1.95, 0.10 : 1.03 Not shared 109 Not shared 48

11/3 Y (U ,A!M1) (323,91!� 0) 7.73, 0.09 : 3.90 Shared 543 Not shared 7

11/3 Inv-Y (A! C, M1) (4! 65, 87) 0.05, 0.06 : 0.06 INSUF Not shared 328

11/1 Inv-Y (A! U , M2) (4! 189, 91) 0.15, 3.51 : 1.82 Not shared 560 Not shared 3

11/3 Y (C,M1 ! A) (64,87! 4) 0.00, 0.03 : 0.02 INSUF Shared 30

11/3 Y (C,M1 ! U ) (88,340! 130) 1.51, 2.32 : 1.92 Shared 61 Shared 0.5

Table 2: Trace results

Table 2 summarizes the results of the other experiments performed during the middle of the day on November 1

and November 3, 1999 using the hosts listed in Table 1. Each experiment ran for 600 seconds, with each foreground

source sending 20 byte UDP Poisson probes (not counting bytes in the IP header) at a rate of 25 per second. Each

packet contained a sequence number and a timestamp whose time was computed at the source immediately prior to the

socket call that transmitted the packet. Packet arrival times at the receiver were recorded at the receiver immediately

after the socket call was performed to retrieve the packet data. All time-stamping was performed at the user level.

The first column in Table 2 indicates the date on which the experiment was performed. The second column

indicates whether the topology was a Y or Inverted-Y topology. The third column indicates the hosts that participated

in the experiment, using the abbreviations for the host names supplied in Table 1. For the Y topology, the labeling,

(A,B ! C), indicates that senders at host A and host B transmitted probes to receivers co-located at host C. For the

Inverted-Y topology, the labeling is of the form (A! B, C), indicating that the co-located senders at host A transmitted

probes to receivers at hosts B and C.

The fourth column provides a rough approximation of the average delay experienced over the shared path of the

two flows, as well as the average delay over the respective independent portions of the paths. These values were

obtained through two calls totraceroute that were executed during the experiment from the locationsof the probe

sender(s)), one for each source-destination pair. The shared links are the longest sequence of links, starting from the

point of the co-located hosts, that contain the same sequence of IP addresses. The remaining links are unshared. The

delay for a sequence of links is the average of the delays as reported bytraceroute at one endpoint of the sequence

minus the average of the delays as reported bytraceroute at the other end.5 If a sequence of links is assigned a

delay that is less than zero, we assume that the delay on this sequence of links is negligible, and write the delay as�
0.

5No more than three are reported per hop, but in all our calls, at least one was reported where necessary, allowing us to compute an average.
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For the Y topology, the entry, (x,y! z), x; y; z 2 < that is associated with the labeling, (A,B! C), indicates that

the unshared portion of the path from host A to host C has an average delay ofx ms, the unshared portion of the path

from host B to host C has an average delay ofy ms, and the shared portion of these paths has an average delayof z
ms. For the inverted-Y topology, the entry (x! y, z) that is associated with the labeling, (A! B, C), indicates that it

takes on averagex ms to traverse the shared portion of the paths, and on average, y andz ms to traverse the unshared

portions of the paths to B and C, respectively.

We use the relative values of these path delays to estimate whether or not the POCs are shared. If the delay over

the shared portion is small with respect to the non-shared portions, we assume that the POC is not shared. Otherwise,

we assume it is. A line is drawn in the middle of the table separating the experiments whose flows we assume traverse

a shared POC (above the line) from those whose flows we assume traverse separate POCs (below the line). We wish

to point out that these assumptions are only a “best guess” that we are able to make given our limited access to routing

information.

The fifth column presents the loss rates. An entry, a, b : c, associated with the labeling, (A,B! C), or the labeling,

(C! A, B), indicates that the loss rate of the flow involving host Ais a, the loss rate of the flow involving host B is b,

and the average loss rate over both of the flows is c. We emphasize that the loss rates are given as percents, so values

less than one indicate that fewer than one out of every one hundred packets were lost.

The last four columns present the results of the experiments. The column labeled “loss-corr result” presents the

hypothesis returned by the loss-corr technique after 600 seconds; to its right is the time of the experiment when the

comparison test last changed its hypothesis, i.e., the timeat which it “stabilized” on its final hypothesis. A hypothesis

of “INSUF” indicates that the technique was unable to form a hypothesis due to a lack of samples. The last two

columns present similar results for the delay-corr technique.

We find that five of the sixteen experiments that applied the loss-corr technique were unable to construct a hy-

pothesis. We note that in all but one of these tests in which nohypothesis was constructed, the host at ACIRI was

the point of co-location. The loss rates in these traces wereso low, that no samples were produced that could be used

to estimate the the cross-measure,Mx. Of the remaining eleven experiments, only three of eleven fail to match the

assumed correct hypothesis. Except for the last experimentlisted, all experiments that returned the wrong hypothesis

were conducted using flows with very low loss rates, which suggests that these flows did not experience significant

levels of congestion.

In more than 80% of our experiments, the delay-corr test returned the hypothesis that matched our assumption

about whether or not the POCs were shared. Two of the three tests that failed consisted of sessions with very low loss

rates. We hypothesize that the low loss rates are an indication that the links were in use far below their capacity, such

that the level of delay congestion was insignificant.

7 Open Issues

There are several issues that remain open with regard to detecting shared congestion that we have not considered. We

touch briefly on those that we feel are the most critical to solve. First, in the Inverted-Y topology, the information

necessary to compute the cross-measures is distributed at the receiving hosts. In this paper, our processing of the

information is done off-line, at a centralized point to which we transmit all data. One direction for future work is

to design protocols that, accounting for the fact that the information may be distributed, can efficiently construct a

hypothesis. A second direction is to scale the tests such that they can detect POCs efficiently among several flows.

Katabi’s technique [8] is one possibility, but this technique is currently limited to the Y-topology, where the ratio of

bandwidth utilized at the POC by the background traffic in relation to the foreground traffic is small. In practice, we

expect POCs exist at points where many flows are being aggregated, and expect that this ratio can be quite large. A
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solution that scales easily to many flows over a variety of traffic conditions remains an open problem.

8 Conclusion

We have demonstrated two techniques that, via end-to-end measurement, are able to accurately detect whether or

not two flows share the same points of congestion within the network. One of our key insights is the construction

of a comparison test: rather than trying to figure out the level of correlation that indicates that two flows share a

common point of congestion, we compare the correlation across flows to the correlation within a single flow to make

the determination. Another insight is that the detection can be performed by transmitting probes, each of which have

intra-transmission times that are described by Poisson processes. These techniques can be applied to flow topologies

where the senders are co-located but the receivers are not, as well as the case where the receivers are co-located but

the senders are not. We demonstrated the performance of these techniques through a mix of proofs using traditional

queueing models, simulation over a wide range of controlledscenarios, and results using actual Internet traces.

A Proofs of Delay Lemmas

Proof of Lemma 3:
Proof: If G(x) is non-decreasing, we have that0 < R x=0G(x)(f(x) � g(x)) dx < G() R x=0 (f(x)� g(x)) dx.

Also, 0 < G() R1x= (g(x)� f(x)) dx < R1x= G(x)(g(x) � f(x)) dx, or equivalently (multiplying by�1),R1x= G(x)(f(x) � g(x)) dx < G() R1x= (f(x) � g(x)) dx < 0. Hence,
R1x=0G(x)(f(x) � g(x)) dx =R x=0G(x)(f(x) � g(x)) dx + R1x= G(x)(f(x) � g(x)) dx < G() R x=0 (f(x)� g(x)) dx +G() R1x= (f(x)� g(x)) dx = G() R1x=0 (f(x) � g(x)) dx = 0. Thus,

R1x=0G(x)(f(x) � g(x)) dx < 0, which

gives
R1x=0G(x)f(x) dx < R1x=0G(x)g(x) dx. The case whereG(x) is non-increasing is proven similarly.

Proof of Lemma 4:
Proof: DefineAi to be the time of arrival ofpi at the queue.Di+n = Ei+n �Ai+n, whereEi+n is the time in whichpi+n exits (i.e. completes being serviced by) the queue.pi+n’s service is not completed until after i)pi’s service

is completed, and then ii) all background packets that arrive betweenpi andpi+n are and all foreground packetspi+1; � � � ; pi+n are serviced. Thus,Ei+n = Ai +Di +PN(Ai;Ai+n)j=1 sj +Pnj=1 Sj + (Ai; Ai+n), whereN(x; y)
is the number of (background) arrivals admitted into the queue during the time interval[x; y), sj is the time it takes

to process thejth of the these arrivals,Sj is the time it takes the server to processpi+j , and(x; y) is the time the

processor is idle (no jobs in queue) during the time interval[x; y).
Substituting in forEi+1, we obtainDi+n = Di � tn +PN(Ai;Ai+n)j=1 sj +Pnj=1 Sj + (Ai; Ai+n), wheretn =Ai+n�Ai. We make several observations that will help in proving the lemma. First, note thattn is independent ofDi:

The time spent bypi in the queue is independent of the time it takespi+n to arrive afterpi’s arrival. Second, the service

time,Sj , of pi+j , is independent of arrival times of foreground packets and the delay ofpi, and is therefore independent

of Ai+m for all m and ofDi as well. Similarly, the service time,sj , of any background packet that arrives after timeAi is independent of arrival times and ofDi. Third, since the queue has infinite capacity,N(x; y) is independent of

the queueing system during the time interval of length[x; y). Thus,N(x; y) andDi are independent, andE[N(x; y)℄,
the expected number of background packets that arrives in the interval[x; y), is simply�b(y � x). It follows thatE[PN(x;y)j=1 sj ℄ = E[N(x; y)℄E[sj ℄, wherej can be arbitrary (because service times are i.i.d.). The rate at which

packets can be processed at the queue is� = 1=E[sj ℄ = 1=E[Sj ℄.6 Last, note thatN(x; z) = N(x; y) + N(y; z)
6We assume for simplicity that the processing of all packets (foreground, background) have the same expected processingtime. However, this
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and(x; z) = (x; y) + (y; z) wheneverx � y � z. Letting tn = Ai+n � Ai+1 (the time between the 1st andnth

arrivals of Poisson process with rate�f ), we have thatE[tn℄ = 1=�f .

We now prove the result by showing that forn > 1; E[DiDi+n℄ � E[DiDi+1℄ = E[Di(Di+n � Di+1)℄ < 0.

We have thatDi+n �Di+1 = �tn +PN(Ai+1;Ai+n)j=1 sj +Pnj=2 Sj + (Ai+1; Ai+n). Applying our observations of

independence, we getE[Di(Di+n �Di+1)℄ = E[Di℄(�E[tn℄ +E[N(Ai+1; Ai+n)℄E[s℄ + (n� 1)E[s℄) +E[Di(Ai+1; Ai+n)℄= E[Di℄(E[tn℄(�1 + �b=�) + (n� 1)=�) +E[Di(Ai+1; Ai+n)℄ (15)

Note that starting from timeAi+1, the queue cannot be empty at least until afterpi+1 exits the queue. A sim-

ple sample-path argument can be used to demonstrate that increasingDi decreases the likelihood that the queue

is idle between arrivals ofpi and pi+n for longer than any aggregate length of time,x. More formally, for anyx;Pr(((Ai+1; Ai+n) > x)j(Di = d)) is a monotonically decreasing function ofd. It follows thatE[Di(Ai+1; Ai+n)℄ <E[Di℄E[(Ai+1; Ai+n)℄ (apply Lemma 3 withG(x) = x, f(x) = Pr(Di = x)E[(Ai+1; Ai+n)jDi = x℄, andg(x) = Pr(Di = x)E[(Ai+1; Ai+n)℄). Furthermore, we can show thatE[(Ai+1; Ai+n)℄ < E[tn℄(�� �b � �f )=�
(the expected time times the idle rate of the system) as follows: If packetpi+1 took 0 seconds to process, because it andpi+n are Poisson arrivals, we can use the PASTA property to obtainthatE[(Ai+1; Ai+n)℄ = E[tn℄(���b � �f )=�.

However, again via a sample-path argument, the fact thatpi+1 has a non-negative service time can only reduce the

expected idle time.

Applying this result into Equation (15), and substitutingE[tn℄ = (n� 1)=�f , we getE[Di(Di+n �Di+1)℄ < E[Di℄(�(n� 1)�f + (n� 1)�b�f� + (n� 1)� + (n� 1)(�� �b � �f )��f ) = 0:
Proof of Lemma 5:
Proof: The proof is via sample-path analysis. We construct a samplepath ,!, that starts at the arrival ofp2;i, and

ends with the completion of service ofp2;i+1 at the server. We represent! = (N; ft1; � � � ; tng; fs1; � � � ; sNg; S),
whereN is the number of packets that arrive during the interval covered by!, tj is the arrival time of thej arrival

in the time interval covered by!, sj is the processing time of this packet within the queue, andS is the processing

time for p2;i+1. LetX be a random variable onW = f!g whereX(!) = 1 if and only if the events at the queue in

the range of time covered by! are correctly described by!. Note thatX is independent ofD2;i. Hence,8x1; x2 >0;Pr(X(!) = 1jD2;i = x1) = Pr(X(!) = 1jD2;i = x2) = Pr(X(!) = 1). Note that given the delay ofp2;i and!,

one can compute the delay experienced byp2;i+1. LetD(D2;i; !) be this delay.

For a given!, asD2;i is increased, then the packet that arrived at timet1 cannot begin being processed until a

later time, and hence its time to finish processing increases. Inductively, it can be shown that the time by which the

packet that arrived at timetN completes being processed can only increase due to an increase inD2;i. Thus, the same

holds true for the completion time of the processing forp2;i+1. This makesD(D2;i; !) an increasing function ofD2;i.
Givenx1 < x2, E[D2;i+1jD2;i = x1℄= P!2W D(x1; !)Pr(X(!) = 1jD2;i = x1)P!2W Pr(X(!) = 1jD2;i = x1)
is not necessary.
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= P!2W D(x1; !)Pr(X(!) = 1jD2;i = x2)P!2W Pr(X(!) = 1jD2;i = x2)< P!2W D(x2; !)Pr(X(!) = 1jD2;i = x2)P!2W Pr(X(!) = 1jD2;i = x2)= E[D2;i+1jD2;i = x2℄:
The strict inequality above is due to the fact that there is a setW 0 �W with non-zero measure where! 2 W 0 !D(x1; !) < D(x2; !).

B Analysis of the loss-corr technique, Y-topology

In this section, we derive closed-form recursive solutionsthat give separate solutions forMx andMa when the bottle-

neck is shared, and when the bottlenecks are separate, all for the Y topology. We assume that the POC for each flow

is an M/M/1/K queue (the same queue when the POC is shared).

B.1 Y Topology, Shared Bottleneck: Mx
Let fb represent the aggregate flow consisting of all background traffic that passes through the shared POC. Definep1(j) to be the probability that the next event in the system is the arrival of a packet fromf1, conditioned on the event

that the queue length isj. Definep2(j) andpb(j) similarly for the events corresponding to packet arrivals fromf2 andfb, andps(j) to be the probability that the next event is a service completion conditioned on the event that the queue

length isj. Since the flow arrivals and the completion time are all exponentially distributed (i.e., memoryless), we

have: p1(j) = �1=j ; p2(j) = �2=j ; pb(j) = �b=j (16)ps(j) = 8<: 0 j = 0�=j j > 0 9=; (17)

wherej = 8<: �1 + �2 + �b j = 0�1 + �2 + �b + � j > 0 9=; (18)j differs atj = 0 since there are no service completions whenj = 0. To simplify notation, we writep1 in place

of p1(j) when it is implied thatj > 0. We do this similarly forp2; pb, andps.
We now computeMx = Pr(L2;i�1 = 0 j L2;i = 1; L1;j�1 = 0; L1;j = 1; adjR(p1;j ; p2;i) = 1). The value ofMx

depends on the success or failure of receiving and order of receipt of four packets in particular:p1;j�1; p1;j ; p2;i�1,
andp2;i. To do this, we derive four regular expressions that represent the sequence of foreground arrival events at the

bottleneck queue. Three of these regular expressions are mutually disjoint (i.e., no two regular expressions contains

an identical sequence of arrival events). Furthermore, theunion of the set of sequences generated by all three regular

expressions is the set of sequences that satisfy both of the following: L2;i�1 = 0 (19)L2;i = 1; L1;j�1 = 0; L1;j = 1; adjR(p1;j ; p2;i) = 1 (20)
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The fourth regular expression is a superset of this union, and the set of sequences that it generates is the set of

sequences that satisfy (20) (and need not satisfy (19)).

Let�i1 be the event thatp1;j is admitted into the bottleneck queue. Let�i�11 be the event thatp1;j�1 is dropped at

the bottleneck queue. Similarly, define�j2 and�j�12 to be the respective events thatp2;i is accepted into the queue, and

that packetp2;i�1 is dropped from the POC. Based on our packet ordering assumptions, since the co-located receivers

receivep1;j prior to packetp2;i, the two packets arrived in this same order at the POC. Furthermore, since packet

ordering is maintained within a flow,p1;j�1 must have arrived at the POC prior top1;j , and packetp2;i�1 must have

arrived prior to packetp2;i. Hence, the following three orderings of arrivals at the receiver are the only orderings that

satisfy both (19) and (20):� �i�11 �j�12 �i1�j2� �i�11 �i1�j�12 �j2� �j�12 �i�11 �i1�j2
The set of sequences that contain the following ordering of�i�11 ;�i1, and�j2 is the set of sequences that satisfy

(20) (and may or may not satisfy (19):� �i�11 �i1�j2
We now produce the regular expressions, each one representsthe set of all sequences of foreground events that

produce one of the subsequences of events given above. Each regular expression starts with the first event in this

subsequence, and ends with the last event in the subsequence. We writel1 for a loss inf1 of a packet other thanp1;j
or p1;j�1, and writel2 as a loss of a packet inf2 other than thep2;i or p2;i�1. Write g1 andg2 for receipt of these

packets inf1 andf2, respectively. The above subsequences belong to the following regular expressions:� �i�11 �j�12 �i1�j2 ! �i�11 (g2 + l2)��j�12 �i1l1��j2� �i�11 �i1�j�12 �j2 ! �i�11 (g2 + l2)��i1(l1 + l2)��j�12 l1��j2� �j�12 �i�11 �i1�j2 ! �j�12 (g1 + l1)��i�11 �i1l1��j2� �i�11 �i1�j2 ! �i�11 (g2 + l2)��i1(l1 + l2)��j2
Because each regular expression’s first event is a packet loss, and because we have Poisson arrivals which satisfy

the PASTA property, the probability of a given sequence occurring in any of the expressions is simply the probability

that the queue is full when the first packet in the sequence arrives at the queue, times the probability that the foreground

events occur in the order specified by that sequence. We will only be interested in values ofi andj after the system

has been running for a significant period of time, so that the probability of the system’s queue being full is simply the

steady-state probability that the system’s queue is full (containsk entries),�k .

We must also account for arrivals of background traffic and service completions. Note that the arrival of a packet

from fb is possible at any point in time (i.e., between any two eventsin the regular expressions given above). A similar

criterion holds for service completions, though we must ensure that service completions do not occur when the queue

is empty.

We define several recursive functions that we use to compute useful conditional probabilities:� �0(j) is the conditional probability that, given the queue has length j, a service completion occurs, and the

queue eventually returns to lengthj, in between there are no arrivals fromf1 or f2.
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� �0;2(j) is the conditional probability that, given the queue has length j, a service completion occurs, and the

queue eventually returns to lengthj, in between there are no arrivals fromf1 (but we allow arrivals fromf2).� �0;1(j) is the conditional probability that, given the queue has length j, a service completion occurs, and the

queue eventually returns to lengthj, in between there are no arrivals fromf2 (but we allow arrivals fromf1).� �1(j) is the conditional probability that, given the queue has length j, a service completion occurs, and the

queue eventually returns to lengthj, in between there are no arrivals fromf2, and there is a single arrival fromf1.�  2(j) is the conditional probability that, given the queue has length j, a service completion occurs, and prior to

returning to a length ofj, a packet arrives fromf2 prior to any packets arriving fromf1 (this packet fromf2 can

cause the queue to fill back toj). Any arbitrary ordering of packets is permitted once the packet fromf2 arrives.�  1;2(j) is the conditional probability that, given the queue has length j, a service completion occurs, and prior

to or returning to a length ofj, one packet arrives fromf1, followed by a packet arrival fromf2 (this packet

from f2 can cause the queue to fill back to lengthj). Any arbitrary ordering of packets is permitted once the

packet fromf2 arrives (but prior to the arrival of the first packet fromf2, only a single packet fromf1 arrives).

The solutions for these recursive functions follow:�0(j) = 8<: pspb(0) j = 1pspb1� �0(j � 1) j > 1 9=; (21)

�0;2(j) = 8><>: ps(pb(0) + p2(0)) j = 1ps(pb + p2)1� �0;2(j � 1) j > 1 9>=>; (22)

�0;1(j) = 8><>: ps(pb(0) + p1(0)) j = 1ps(pb + p1)1� �0;1(j � 1) j > 1 9>=>; (23)

Forj > 1; �1(j) = ps [P1n=0(�0(j � 1))n℄ (p1 + �1(j � 1) [P1n=0(�0(j � 1))n℄ pb). Hence,�1(j) = 8><>: psp1(0) j = 1ps1� �0(j � 1) �p1 + �1(j � 1)pb1� �0(j � 1)� j > 1 9>=>; (24)

Forj > 1;  2(j) = ps [P1n=0(�0(j � 1))n℄ (p2 +  2(j � 1)). Hence, 2(j) = 8<: psp2(0) j = 1ps1� �0(j � 1)(p2 +  2(j � 1)) j > 1 9=; (25)

Forj > 2;  1;2(j) = ps [P1n=0(�0(j � 1))n℄�( 1;2(j � 1) + �1(j � 1) [P1n=0(�0(j � 1))n℄ 2(j � 1)). Hence,
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 1;2(j) = 8><>: p2sp1(0)1� pb(0)ps (p2 +  2(1)) j = 2ps1� �0(j � 1) � 1;2(j � 1) + �1(j � 1) 2(j � 1)1� �0(j � 1) � j > 2 9>=>; (26)

DefinePr(�i�11 �j�12 �i1�j2) to be the probability that a sequence of events occurs that produces the above subse-

quence of events, and similarly definePr(�i�11 �i1�j�12 �j2);Pr(�j�12 �i�11 �i1�j2), andPr(�i�11 �i1�j2). We can now

compute these probabilities using our recursive function definitions, and our regular expressions that indicate the

permitted sequences of foreground events that complete theabove subsequences:Pr(�i�11 �j�12 �i1�j2) =�k p11� pb � p2 � �0;2(k) p21� pb � �0(k) � 1;2(k) + �1(k) 2(k)1� p1 � pb � �0(k)� (27)Pr(�i�11 �i1�j�12 �j2) =�k p11� p2 � pb � �0;2(k) �1(k)1� p1 � p2 � pb � �0(k) p21� p1 � pb � �0(k) 2(k) (28)Pr(�j�12 �i�11 �i1�j2) =�k p21� p1 � pb � �0;1(k) p11� pb � �0(k) � 1;2(k) + �1(k) 2(k)1� p1 � pb � �0(k)� (29)Pr(�i�11 �i1�j2) =�k p11� p2 � pb � �0;2(k) � 1;2(k) + �1(k) 2(k)1� p1 � p2 � pb � �0(k)� (30)

We can then computeMx:Mx = Pr(�j�12 �i�11 �i1�j2) + Pr(�i�11 �i1�j�12 �j2) + Pr(�j�12 �i�11 �i1�j2)Pr(�i�11 �i1�j2) (31)

B.2 Y Topology, Shared Bottleneck: MaMa is simply the loss probability that, in the case of a shared bottleneck with the system in steady state, isMa = �k = Pr(Li1 = 0) = Pr(Lj2 = 0)= 1� �1� �k+1 �k (32)

where� = �1+�2+�b� .
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B.3 Y Topology, Separate Bottlenecks: Mx
We begin by constructing variables similar to those used in the previous subsections, except that they account for the

fact thatf1 does not pass through the POC of interest. Letb�n equal the steady state probability that the queue through

whichf2 passes is filled to heightn, and letk2 be the capacity of the queue.

Here, the two foreground flows are bottlenecked by separate queues, so that the random variableX1 = ((Lj�12 =0); (Lj2 = 1)) is independent of the random variableY = ((Li�11 = 0); (Li1 = 1); (Ri1 < Rj2 < RNi11 )). For similar

reasons, the random variableX2 = (Lj2 = 1) is also independent ofY . Hence:Mx = Pr(X1; Y )Pr(X2; Y ) = Pr(X1) Pr(Y )Pr(X2) Pr(Y )= Pr(Lj�12 = 0 j Lj2 = 1) (33)

We now proceed to solve for equation (33):Pr(Lj�12 = 0 j Lj2 = 1) = Pr(Lj2 = 1 j Lj�12 = 0)Pr(Lj�12 = 0)Pr(Lj2 = 1)= h1� Pr(Lj2 = 0 j Lj�12 = 0)i Pr(Lj�12 = 0)Pr(Lj2 = 1)= h1� Pr(Lj2 = 0 j Lj�12 = 0)i b�k21� b�k2 (34)

Above, we have applied PASTA to getPr(Lj�12 = 0) = Pr(Lj2 = 0) = b�k2 . We haveb�n = (1��2)�2n1��2k2+1 , where�2 = �b2+�2�2 , (and noteb�n = (k2 + 1)�1 when�2 = 1). Recall that�b2 is the rate of the background flow into the

queue, and�2 is the processing rate of the queue. Hence,
b�k21�b�k2 = 1=k2 when�2 = 1, and (1��2)�2k21��2k2 otherwise.

Let ps2(j) be the probability that the next event at the POC is an arrivalfrom f2, conditioned on the fact that

the queue is filled to heightj at the time of the arrival. This probability is different than p2(j) (in the case when the

flows share a POC), since here, packets fromf1 no longer proceed through the POC. Similarly, definepb2(j) to be the

probability that the next event at the POC is an arrival fromfb, andps2(j) to be the probability that the next event at

the POC is a service completion. Thenp22 = �1�b2+�1+�2 , p22(0) = �1�b2+�1 , pb2 = �b2�b2+�1+�2 , pb2(0) = �b2�b2+�1 , andps2 = �2�b2+�1+�2 (as before we omit the parameterj when it is clear thatj > 0).Pr(Lj2 = 0 j Lj�12 = 0) is identical toPr(Lj+12 = 0 j Lj2 = 0), and its solution (wheref1 does not enter the POC)

is Ma = Pr(Lj+12 = 0 j Lj2 = 0) = p221� pb2 � �3(k) (35)�3(n) = 8<: ps2pb2(0) n = 1ps2pb21� �3(n� 1) n > 1 9=; (36)

B.4 Y Topology, Separate Bottleneck: Ma
The loss rate of probability of flowf2 for the separate bottleneck case is:
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Ma = Pr(Lj2 = 0) = �k2 = 1� �21� �2k2+1 �2k2 :
B.5 Experiments

We now discuss how we demonstrate that the values ofMx andMa presented in equations (3) and (4) are such that if

the POC(s) are M/M/1/K queues, thenMx > Ma if and only if the POC(s) forf1 andf2 are shared. The recursive

equations formulated in this section compute the values ofMx andMa as functions of�1; �2; �b; �, andk in a system

in which the POC(s) are M/M/1/K queues. Thus, for any set of values,f�1; �2; �b; �; kg, we compute the values forMx andMa for the case where the POC is shared, and verify thatMx > Ma, as well as the case where the POCs are

separate, and verify thatMx < Ma. The recursive equations were coded in Mathematica v3.0, which allowed us to

easily sample a large suite of test values.

Suite # �1; �2 �b � k
1 f0:1; 5:0g 10:0 f5; �1 + �2 + �b; �1 + �2 + �b � 0:1; 20g f5; 10; 30g
2 10:0 1:0 f5; 20:9; 21; 21:1; 40g f5; 10; 30g
3 Er(0:01; 10:0) Er(0:01; 25:0) Er(0:01; 30) 10

Table 3: Suites of test sets used to verify the loss-corr technique on the Y-topology where POCs are M/M/1/K queues.

Table 3 summarizes the sets chosen in the three suites of experiments. Each row gives the values used within that

particular suite. Each column gives the values used for a particular parameter. The first suite consists of 30 experi-

ments, consisting of all possible combinations where�1 2 f0:1; 5:0g; �2 2 f0:1; 5:0g; �b = 10:0; k 2 f5; 10; 30g,
and� is chosen as 5, 20,�1 + �2 + �b; �1 + �2 + �b + :1, or �1 + �2 + �b � :1. The last three values cover the

cases where the service rate of a shared POC is equal to, slightly more than, and slightly less than the aggregate rate of

traffic into the POC. This first suite considers cases where the foreground flow rates are less than the background flow

rate, where the aggregate rate into the queue is significantly less, slightly less, equal, slightly more, and significantly

more than the aggregate service rate of the queue. The secondsuite consists of 15 additional sets of values, in which

values are chosen with similar characteristics, except that the rates of the foreground flows are higher than the rate of

the background traffic.

The final suite of traffic consists of 1,000 experiments with values for�1; �2; �b, and� chosen randomly.Er(m;M)
is a random variable whose values range betweenm andM , and is heavily weighted toward the minimum.Er(m;M)
is computed by choosing a random value,x, uniformly distributed within the interval,(0; 1), and returningexp(x(ln(M)�ln(m)) + ln(m)) = m(M=m)x.

In all 1,045 experiments performed, the comparison test using the loss-corr technique for the Y-topology returned

the correct hypothesis.
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