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“Never doubt your ability to change the world.” –Glenn Greenwald



Where We Are



Where We Are



Not Just Monitoring

I Centralized Internet infrastructure is easily controlled:
I Number resources (IANA)
I Domain Name System (Root zone)
I DNSSEC root certificate
I X.509 CAs (HTTPS certificates)
I Major browser vendors (CA root stores!)

I Encryption does not help if PKI is compromised!



The GNU Name System1

Properties of GNS

I Decentralized name system with secure memorable names

I Delegation used to achieve transitivity

I Achieves query and response privacy

I Provides alternative public key infrastructure

I Interoperable with DNS

1Joint work with Martin Schanzenbach and Matthias Wachs



Zone Management: like in DNS



Name resolution in GNS

Local Zone:

www     A       5.6.7.8

Bob Bob's webserver

KBob
pub

KBob
priv

I Bob can locally reach his webserver via www.gnu



Secure introduction

Bob Builder, Ph.D.

Address: Country, Street Name 23
Phone:    555-12345    
Mobile:   666-54321
Mail:       bob@H2R84L4JIL3G5C.zkey

I Bob gives his public key to his friends, possibly via QR code



Delegation

I Alice learns Bob’s public key

I Alice creates delegation to zone KBob
pub under label bob

I Alice can reach Bob’s webserver via www.bob.gnu



Name Resolution
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Name Resolution
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GNS as PKI (via DANE/TLSA)



Privacy Issue: DHT

www.bob.gnu ?1

Bob
Alice

DHT

'bob'?23 PKEY 8FS7!

8FS7-www?4

A 5.6.7.8!5

PUT 8FS7-www: 5.6.7.8

0

...

...

www      A      5.6.7.8 

8FS7

Bob
A47G

...

...

bob     PKEY       8FS7   

Alice



Query Privacy: Terminology

G generator in ECC curve, a point

n size of ECC group, n := |G |, n prime

x private ECC key of zone (x ∈ Zn)

P public key of zone, a point P := xG

l label for record in a zone (l ∈ Zn)

RP,l set of records for label l in zone P

qP,l query hash (hash code for DHT lookup)

BP,l block with encrypted information for label l
in zone P published in the DHT under qP,l



Query Privacy: Cryptography

Publishing records RP,l as BP,l under key qP,l

h : = H(l ,P) (1)

d : = h · x mod n (2)

BP,l : = Sd(EHKDF (l ,P)(RP,l)), dG (3)

qP,l : = H(dG ) (4)

Searching for records under label l in zone P

h : = H(l ,P) (5)

qP,l : = H(hP) = H(hxG ) = H(dG )⇒ obtain BP,l (6)

RP,l = DHKDF (l ,P)(BP,l) (7)
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Conclusion

I Decentralization is necessary
I Decentralization creates challenges for research:

I Privacy-enhancing network protocol design
I Secure software implementations
I Software engineering and system architecture
I Programming languages and tool support

We must decentralize or accept authocracy.
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Do you have any questions?
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