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Encryption is not enough.



“We've developed a machine learning algorithm that is
able to predict which customers will leave your site
without purchasing any of your products .. and the
capability to offer only this group a steeper discount than
normal to entice them to purchase before leaving,”
—Freshplum.

Amazon?  Airline sites?



&& You could be the most innocent
person in the world, but if somebodyf
who is programmed to see patterns™
of criminality looks at your data,
they’re not going to find you —
they’re going to find a criminal. 77

Edward Snowden ‘_
#UnfollowMe ® a
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Former CIA agent Jeffrey Stirling was
convicted of sharing classified information
with the New York Times reporter James
Risen based solely upon the fact that they
spoke over the phone many times.
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Al Jazeeras Islamabad bureau
chief Ahmad Muaffaq Zaidan was
labeled as a member of Al Qaeda
by the NSA's metadata analysis.



“We kill people based on metadata”
- Michael Hayden (Ex-NSA Director)




Tor protects location metadata.
Tor Browser controls tracking when surfing the web.

eo0o About Tor K

Congratulations!

This browser is configured to use Tor.
You are now free to browse the Internet anonymously.

s
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What Next? You Can Help!
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education of online anonymity and privacy. Leam more about The Tor Projec




But what about the rest of the Internet?



E-mail: Asynchronous messaging

» Email with GnuPG provides authenticity and confidentiality...



E-mail: Asynchronous messaging

» Email with GnuPG provides authenticity and confidentiality...
> ... but fails to protect metadata

» ... and also fails to provide forward secrecy aka key erasure



Why forward secrecy?

Imagine Eve records your GnuPG encrypted emails now, say here:

= UTAH DATA CENTER ™~ =
IF YOU HAVE s 3 2 = : : : -
NOTHING TO HIDE &3 e ra ¥ - e

' YOU HAVE NOTHING TO FEAR

PELT ]| e
!

If Eve ever compromises your private key in the future, then she
can read the encrypted emails you sent today.



Synchronous messaging

XMPP /OtR over Tor

v

Forward secrecy from OtR

v

User-friendly key exchange

v

Location protection (Tor)

> ... but not asynchronous

v

and leaks metadata

v

No encrypted file transfers

TOP SECRET//COMINT//REL TO USA, AUS//20320108

PWYA20120761354090000786404

SIGAD: US-984XN

PDDG: AX

CASE_NOTATION: P2BSQC110024003
DTG: 16MR1345Z12

Active User
Active User IP Address
Target User

Target User IP Address
Start Mar 16, 2012 13:40:04 GMT
Stop Mar 16, 2012 13:44:46 GMT

Other User IP Addresses

Time (GMT) From To Message

Mar 16, 2012 13:40:04
Mar 16, 2012 13:40:28
Mar 16, 2012 13:40:36
Mar 16, 2012 13:40:43
Mar 16, 2012 13:41:42
Mar 16, 2012 13:41:58 : No decrypt available for this OTR encrypted
: No decrypt available for this OTR encrypted

: No decrypt available for this OTR encryptec
essage.]
Mar 16, 2012 13:43:49

message.]
Mar 16, 2012 13:43:55

: No decrypt available for this OTR encryptec
: No decrypt available for this OTR encryptec
: No decrypt available for this OTR encryptec
: No decrypt available for this OTR encryptec

: No decrypt available for this OTR encrypted

message.]

TOP SECRET//COMINTI//REL TO USA, AUS//20320108



Why is OtR synchronous only?

We achieve forward secrecy through key erasure by negotiating an
ephemeral session key using Diffie-Hellman.

Diffie-Hellman key exchange uses commutativity of exponentiation:
AP = (g%)" = (g*)" = B” mod p
Elliptic curve Diffie-Hellman uses commutativity of scalar multiplication:

daQp = dadsgG = dpdaG = dgQa

Aice Bob Private keys:
da, dg

Public keys:
Qa = daG
Qs = dgG




Why is OtR synchronous only?

We achieve forward secrecy through key erasure by negotiating an
ephemeral session key using Diffie-Hellman.

Diffie-Hellman key exchange uses commutativity of exponentiation:
AP = (g%)" = (g*)" = B” mod p
Elliptic curve Diffie-Hellman uses commutativity of scalar multiplication:

daQp = dadsgG = dpdaG = dgQa

Aice Bob Private keys:

st o, da, dg
ccept Qa & s Qs .
s e Public keys:
2
acknovedg Q, QA = dAG
. Qs = dgG

Answer: All three messages of the Diffie-Hellman key exchange
must complete before OtR can use a new ratchet key.




Axolotl by Trever Perin

Idea from Silence Circle’s SCIMP:
Replace our key with its own hash.
Good: New key in zero round trips.

Bad: Stays compramized in future.

Approach:
Run DH whenever possible
Iterate key by hashing otherwise

“[Axolotl] combines the .. forward secrecy [of] a hash
iteration ratchet like SCIMP [with the] future secrecy ..
of a DH ratchet like OtR" — Moxie Marlenspike



Axolotl by Trever Perin

Approach:
Run DH whenever possible
Iterate key by hashing otherwise

Way less bookeeping!

TripleDH provides authentication
with deniability.
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Pond by Adam Langley

» Axolotl T pr—— o
» Recipients are pseudonynomous e
> All traffic uses Tor
with a constant traffic profile
» Senders are anonymous but

Eldon

authenticated by server

Chiistian Vandrei

bokim

not anonymous to the recipient

David
| Aaron Gibson 3

No SPAM! st

Leif Ryge

> Messages are deniable i

Arturo Filasto

= 2 nd then the su - both as
Client card the jokers. Click on a card to delete

» Encrypted attachments

Activity Log

Generate

Caras ® 1 deck O 5 decks

» Forgets messages by default

https://pond.imperialviolet.org/



End-to-end encrypted messengers

g < XN ’f;”b
Ng «\oo ®°% & A ‘@b
O © & Y NS &
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R R AN N SR
Email + GnuPG Ve WoT X X X
XMPP + OtR v SMP session | X X
... + Tor X.509 v
TextSecure v | v | TOFU | Axolotl | X X
Pond v | PANDA | Axolotl | Tor | vV

Wot = Web of Trust

SMP = Socialist Millionare's Protocol

TOFU = Trust on first use

PANDA is a password authenticated key exchange system



Key exchange and name systems

v

Identify users (or servers) by name

Associate names with addresses, key material and other
properties

v

v

DNS was the first global system to do this, insecurely

X.509, DNSSEC, Web-of-Trust, TOFU, SMP, PANDA and
Namecoin also operate in this domain

v



NSA/CSS Threat Operations Center
Cyber Profiling and Operations Support (V43)

" (U) MORECOWBELL

(S/IREL) A Covert
HTTP/ DNS

Monitoring System for
Operations Support

TOP SECRETHCOMINT/IREL FVEY




Name System Properties

R &
(Qe& . e,b Q\'Oéob’sa ¢ b)@
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B & S K@
R R IR\ N SN SR
DNS X1V | X | X X |V
DNSSEC X |V | X | X | X | X |V
TLS-X.509 X | v X | X | X |V
Web of Trust | v v X1 X |V
TOFU | X |/ |V XX
SMP/PANDA | v | X |V |V |V |V | X | X
Namecoin v v |/ v




Name System Properties
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DNS X |V | X | X X |V
DNSSEC X\ V| X | X | X | X |V
TLS-X.509 X |V X | x| x|V
Web of Trust | v v X | x| v
TOFU X/ IV XX
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Namecoin v |/ v
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The GNU Name System?

Properties of GNS

> Decentralized name system with secure memorable names

v

Delegation used to achieve transitivity

v

Supports globally unique, secure identifiers

v

Achieves query and response privacy

v

Provides alternative public key infrastructure
Interoperable with DNS

v

New applications enabled by GNS

» Name services hosted in P2P networks

» Name users in decentralized social networking applications

! Joint work with Martin Schanzenbach and Matthias Wachs



Name resolution in GNS

Local Zone: Kyip

Bob

www

A

5.6.7.8

Bob's webserver A

» Bob can locally reach his webserver via www.gnu



Secure introduction

T D

¥ Phone: 555-12345
Mobile: 666-54321
! Mail: bob@H2R84L4JIL3G5C.zkey

» Bob gives his public key to his friends, possibly via QR code




Delegation

Alice

> Alice learns Bob's public key

> Alice creates delegation to zone

Alice

Local Zone: Kqus

Bob

bob  PKEY Koun

@

under label bob

> Alice can reach Bob's webserver via www.bob.gnu



Name Resolution
¥ Q5 g

8FS7

A47G

www A 5.6.7.8

bob  PKEY 8FS7




Name Resolution

DPUT 8FS7 -www: 5.6.7.8

F

Alice

8FS7

bob  PKEY




Name Resolution

@ www.bob.gnu ?

DPUT 8FS7 -www: 5.6.7.8 D

Alice

bob  PKEY 8FS7




Name Resolution

@ www.bob.gnu ?

DPUT 8FS7 -www: 5.6.7.8 D

Alice

bob  PKEY 8FS7




Name Resolution

@ www.bob.gnu ?

DPUT 8FS7 -www: 5.6.7.8 D

Alice

@ PKEY 8FS7! @ ‘bob'?

bob  PKEY 8FS7




Name Resolution

www.bob.gnu ?
DPUT 8FS7 -www: 5.6.7.8 ; 8FS7-www? D
‘ Alice

@ PKEY 8FS7! @ ‘bob'?

bob  PKEY 8FS7




Name Resolution

@ www.bob.gnu ?

DPUT 8FS7 -www: 5.6.7.8 ; 8FS7-www? D

@ A 5.6.7.8!
Alice

@ PKEY 8FS7! @ ‘bob'?

bob  PKEY 8FS7




Query Privacy: Terminology

()

S

ar,i
Bp,

generator in ECC curve, a point

size of ECC group, n:= |G|, n prime
private ECC key of zone (x € Z,)
public key of zone, a point P := xG
label for record in a zone (I € Zj)

set of records for label / in zone P
query hash (hash code for DHT lookup)

block with encrypted information for label /
in zone P published in the DHT under gp



Query Privacy: Cryptography

Publishing records Rp; as Bp; under key gp

h:=H(l,P)

d:=h-x modn
Bp; : = Sa(Eukor,p)(Rp.1)), dG
qp, : = H(dG)

—~ o~~~
E-NCIN S
—_— — ~— —



Query Privacy: Cryptography

Publishing records Rp; as Bp; under key gp

h:=H(l,P)

d:=h-x modn
Bp; : = Sa(Eukor,p)(Rp.1)), dG
qp, : = H(dG)

Searching for records under label / in zone P

h:=H(,P)
gp, = H(hP) = H(hXG) = H(dG) = obtain BP,I

Rp.; = Dukor,p)(Bp,1)

N

~
SN N N N
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Is this it?



Is this it?
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asisimn PRISM Collection Details §

What Will You Receive in Collection
(Surveillance and Stored Comms)?
It varies by provider. In general:

Current Providers

+ E-mail
+ Microsoft (Hotmail, etc.) > Chat=video, voice
« Google + Videos
* Yahoo! e
+ Stored data
+ Facebook VoIP
+ PalTalk « File transfers
* YouTube + Video Conferencing
* Skype « Notifications of target activity — logins, etc.
« AOL * Online Social Networking details
+ Apple + Special Requests

Complete list and details on PRISM web page:
Go PRISMFAA TOP SECRET/SI/ORCON/NOFORN



Sometime in 2013...




The NEWGNU Network (very simplified)

Internet

Google
DNS/X.509
TCP/UDP

IP/BGP

Ethernet
Phys. Layer
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HTTPS/TCP/WLAN/...




The NEWGNU Network (very simplified)

Internet

Google

DNS/X.509

TCP/UDP

IP/BGP

Ethernet CORE (OTR)

Phys. Layer HTTPS/TCP/WLAN/...




The NEWGNU Network (very simplified)

Internet

Google

DNS/X.509

TCP/UDP

IP/BGP R>N DHT

Ethernet CORE (OTR)

Phys. Layer HTTPS/TCP/WLAN/...




The NEWGNU Network (very simplified)

Internet

Google

DNS/X.509

TCP/UDP

IP/BGP

CADET (AXOLOTL)

Ethernet

R>N DHT

Phys. Layer

CORE (OTR)

HTTPS/TCP/WLAN/...




The NEWGNU Network (very simplified)

Internet
Google
DNS/X.509 GNU Name System
TCP/UDP CADET (AXOLOTL)
IP/BGP R>N DHT
Ethernet CORE (OTR)
Phys. Layer HTTPS/TCP/WLAN/...




The NEWGNU Network (very simplified)

Internet

Google Applications
DNS/X.509 GNU Name System
TCP/UDP CADET (AXOLOTL)

IP/BGP R°N DHT

Ethernet CORE (OTR)
Phys. Layer HTTPS/TCP/WLAN/...




The NEWGNU Network (very simplified)

Internet GNUnet
Google Applications
DNS/X.509 GNU Name System
TCP/UDP CADET (AXOLOTL)
IP/BGP R°N DHT
Ethernet CORE (OTR)
Phys. Layer HTTPS/TCP/WLAN/...




Applications?

v

Anonymous file-sharing

Conversation

Electronic voting (WiP)
Messaging (WiP)

News distribution (WiP)
Social networking (WiP)

v

v

v

v

v



Applications?

» Anonymous file-sharing
» Conversation

» Electronic voting (WiP)
» Messaging (WiP)

» News distribution (WiP)
» Social networking (WiP)
» Payment (WiP)



GNU Taler

Modern economies need a currency.



Motivation

Modern economies need a currency online.



SWIFT?

SWIFT /Mastercard/Visa are too transparent.



TOP S8CRE TS REL To URA, VLY

Frivate Networks are Importan il

« Many targets use private networks.

Google infrastructure [SWIFT Network
|
: P trobras

ey: 30%-40% of trafficin
t least one endpoint

\French MFA

. Evidence in Surv
BLACKPEARL has a




This was a question posed to RAND researchers in 1971:

"Suppose you were an advisor to the head of the KGB,
the Soviet Secret Police. Suppose you are given the
assignment of designing a system for the surveillance of
all citizens and visitors within the boundaries of the
USSR. The system is not to be too obtrusive or obvious.
What would be your decision?”

The result: an electronic funds transfer system that looks strikingly
similar today's debit card system.



Let's make cash digital and socially
responsible.



Let's make cash digital and socially
responsible.

Taxable, Anonymous, Libre, Practical, Resource Friendly



Architecture of GNU Taler

Mint |¢——

Auditor

Customer

spend coins

Merchant




Blind Signatures (Chaum)

Mint picks primes p and g, random e and a d such that:

de=1 mod (p—1)(q—1)




Blind Signatures (Chaum)

Mint picks primes p and g, random e and a d such that:

de=1 mod (p—1)(qg—1) (8)

Customer Mint Merchant Mint

Time




Questions? Answers!

v

http://wwuw.decentralise.rennes.inria.fr/

v

https://gnunet.org/videos

v

http://www.taler.net/

v

https://pond.imperialviolet.org/


http://www.decentralise.rennes.inria.fr/
https://gnunet.org/videos
http://www.taler.net/
https://pond.imperialviolet.org/

